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Usage Auditing Event Detail

By Date

Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00)

Time

User

Action

Object

LogRhyERhm'

COMPLY. SECURE. OFTIMIZE.

Additional Information

Wednesday, March 26, 2008

02:18:13 PM Bakos, Rich Logon Console

02:18:25 PM Bakos, Rich Open Dashboard

02:19:27 PM Bakos, Rich Open Investigator Suspicious Remote Authentication Saved Log Manager investigation.

02:21:50 PM Bakos, Rich Drill Down Dashboard Aggregate Log

02:21:57 PM Bakos, Rich Logoff Console Logon Date (UTC): 03/26/08 02:18:13 PM
Logoff Date (UTC): 03/26/08 02:21:57 PM
Time Logged In: 3 Minutes

02:22:27 PM Bakos, Rich Logon Console

02:22:43 PM Bakos, Rich Open Dashboard

02:23:54 PM Bakos, Rich Open Investigator Suspicious Host Saved Log Manager investigation.

02:34:07 PM Bakos, Rich Logoff Console Logon Date (UTC): 03/26/08 02:22:27 PM
Logoff Date (UTC): 03/26/08 02:34:07 PM
Time Logged In: 11 Minutes

03:00:30 PM LogRhythm Administrator Logon Console

03:00:46 PM LogRhythm Administrator Open Dashboard

03:06:11 PM  LogRhythm Administrator Logoff Console Logon Date (UTC): 03/26/08 03:00:30 PM
Logoff Date (UTC): 03/26/08 03:06:11 PM
Time Logged In: 5 Minutes

03:07:58 PM LogRhythm Administrator Logon Console

03:09:40 PM LogRhythm Administrator Open Dashboard

04:22:52 PM Brotamonte, JoJo Logon Console

04:22:59 PM Brotamonte, JoJo Open Dashboard

04:33:22 PM Brotamonte, JoJo Drill Down Dashboard Alarm ID: 49
Alarm Name: LogRhythm Labs Guest Access
Alarm Date: 03/25/08 05:30:01 PM

04:34:00 PM Brotamonte, JoJo Drill Down Investigator Aggregate Log

04:34:05 PM Brotamonte, JoJo View Log Viewer EventID: 4402467

04:35:37 PM Brotamonte, JoJo Logoff Console Logon Date (UTC): 03/26/08 04:22:52 PM
Logoff Date (UTC): 03/26/08 04:35:37 PM
Time Logged In: 12 Minutes

04:53:47 PM LogRhythm Administrator Logoff Console Logon Date (UTC): 03/26/08 03:07:58 PM
Logoff Date (UTC): 03/26/08 04:53:47 PM
Time Logged In: 105 Minutes

04:53:58 PM LogRhythm Administrator Logon Console

04:54:09 PM LogRhythm Administrator Open Dashboard

04:55:50 PM LogRhythm Administrator Run Report Usage Auditing Logon & Logoff Events, By Date Reporting Period: 03/01/2008 12:00 AM thru 03/27/2008 12:00

AM
Exported To: N/A
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Wednesday, March 26, 2008
04:55:52 PM LogRhythm Administrator View Report Usage Auditing Logon & Logoff Events, By Date Production Date: 03/26/2008 04:55 PM
Reporting Period: 03/01/2008 12:00 AM thru 03/27/2008 12:00
AM

Report Package: None
Report Path: C:\Documents and
Settings\trent.heisler\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080326165547_SelectedReports\Rpt0000000064_2008032616
5547 _UsageAuditingLogon&LogoffEvents_ByDate.rpt

04:57:17 PM LogRhythm Administrator Run Report Usage Auditing Logon & Logoff Events, By Date Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM
Exported To: N/A

04:57:45 PM LogRhythm Administrator Run Report Usage Auditing Event Detail, By User Reporting Period: 03/01/2008 12:00 AM thru 03/27/2008 12:00
AM
Exported To: N/A

04:57:46 PM LogRhythm Administrator View Report Usage Auditing Event Detail, By User Production Date: 03/26/2008 04:57 PM
Reporting Period: 03/01/2008 12:00 AM thru 03/27/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and
Settings\trent.heisler\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080326165743_SelectedReports\Rpt0000000062_2008032616
5743_UsageAuditingEventDetail_ByUser.rpt

05:24:47 PM LogRhythm Administrator Open Dashboard

05:26:28 PM Brotamonte, JoJo Logon Console

05:26:35 PM Brotamonte, JoJo Open Dashboard

05:26:49 PM Brotamonte, JoJo Drill Down Dashboard Alarm ID: 49
Alarm Name: LogRhythm Labs Guest Access
Alarm Date: 03/25/08 05:30:01 PM

05:37:53 PM Brotamonte, JoJo View Log Viewer LogManagerID: 2, LoglD: 17023588
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Wednesday, March 26, 2008
05:41:40 PM LogRhythm Administrator Run Report Package LogRhythm PCI Report Package Reporting Period: 03/25/2008 12:00 AM thru 03/26/2008 12:00
AM

Exported To: N/A

Reports Prepared:

- Compliance: Security Event Summary, By Entity, Impacted
Host (Result: Completed)

- Compliance: User Object Access Summary, By Login, Entity,
Log Host (Result: Completed)

- Compliance: Host Authentication Summary, By Entity, Log
Host (Result: Completed)

- Compliance: User Audit Failure Summary, By Login, Entity,
Log Host (Result: Completed)

- Compliance: File Integrity Monitoring Activity, By Entity, Log
Host (Result: Failed)

- Compliance: Security System Errors & Warnings, By Entity,
Log Host (Result: Completed)

- Compliance: System Startup & Shutdown, By Impacted Host
(Result: Completed)

- Compliance: System Critical Conditions & Errors, By Entity,
Log Host (Result: Completed)

- Compliance: Network Connection Summary, By Entity, Log
Source (Result: Completed)

- Log Volume, By Log Source Type (Result: Completed)

- Compliance: Network Service Summary, By Entity, Log
Source (Result: Completed)

- Compliance: Top Suspicious Users, By Highest Log Count
(Result: Completed)

- Compliance: Top Targeted Applications, By Highest Log
Count (Result: Completed)

- Compliance: Top Targeted Hosts, By Highest Log Count
(Result: Completed)

- Compliance: Top Attackers, By Highest Log Count (Result:
Completed)

- Usage Auditing Event Detail, By Date (Result: Completed)
- Compliance: Account Management Activity, By Impacted
Account (Result: Completed)

- Compliance: Alarm and Response Activity, By Entity, Day
(Result: Completed)
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Wednesday, March 26, 2008
05:41:42 PM LogRhythm Administrator Run Report Package LogRhythm SOX Report Package Reporting Period: 03/25/2008 12:00 AM thru 03/26/2008 12:00
AM

Exported To: N/A

Reports Prepared:

- Compliance: Security Event Summary, By Entity, Impacted
Host (Result: Completed)

- Compliance: Host Change Summary, By Entity, Log Host
(Result: Completed)

- Compliance: User Object Access Summary, By Login, Entity,
Log Host (Result: Completed)

- Compliance: New Account Summary, By Account (Result:
Completed)

- Compliance: Host Authentication Summary, By Entity, Log
Host (Result: Completed)

- Compliance: User Audit Failure Summary, By Login, Entity,
Log Host (Result: Completed)

- Compliance: System Startup & Shutdown, By Impacted Host
(Result: Completed)

- Compliance: System Critical Conditions & Errors, By Entity,
Log Host (Result: Completed)

- Log Volume, By Log Source Type (Result: Completed)

- Compliance: Top Suspicious Users, By Highest Log Count
(Result: Completed)

- Compliance: Top Targeted Applications, By Highest Log
Count (Result: Completed)

- Compliance: Top Targeted Hosts, By Highest Log Count
(Result: Completed)

- Compliance: Top Attackers, By Highest Log Count (Result:
Completed)

- Usage Auditing Event Detail, By Date (Result: Completed)
- Compliance: Alarm and Response Activity, By Entity, Day
(Result: Completed)

- Compliance: Terminated Account Summary, By Account
(Result: Completed)

- Compliance: Host Access Granted & Revoked, By Entity, Log
Host (Result: Completed)

05:44:20 PM LogRhythm Administrator View Report Compliance: Host Change Summary, By Entity, Log Production Date: 03/26/2008 05:37 PM
Host Reporting Period: 03/25/2008 12:00 AM thru 03/26/2008 12:00
AM

Report Package: LogRhythm SOX Report Package

Report Path: C:\Documents and
Settings\trent.heisler\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000002_20
080326173737_LogRhythmSOXReportPackage\Rpt000000009
2_20080326173737_Compliance_HostChangeSummary_ByEnt
ity_LogHost.rpt

Report prepared for LogRhythm Inc on Mar 28, 2008 07:55 PM (GMT)
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Wednesday, March 26, 2008
05:44:27 PM LogRhythm Administrator View Report Log Volume, By Log Source Type Production Date: 03/26/2008 05:37 PM
Reporting Period: 03/25/2008 12:00 AM thru 03/26/2008 12:00
AM

Report Package: LogRhythm SOX Report Package

Report Path: C:\Documents and

Settings\trent.heisler\Application

Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000002_20

080326173737_LogRhythmSOXReportPackage\Rpt000000003

5_20080326173737_LogVolume_BylLogSourceType.rpt
05:44:33 PM LogRhythm Administrator View Report Usage Auditing Event Detail, By Date Production Date: 03/26/2008 05:37 PM

Reporting Period: 03/25/2008 12:00 AM thru 03/26/2008 12:00

AM

Report Package: LogRhythm SOX Report Package

Report Path: C:\Documents and

Settings\trent.heisler\Application

Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000002_20

080326173737_LogRhythmSOXReportPackage\Rpt000000006

1_20080326173737_UsageAuditingEventDetail_ByDate.rpt

05:44:34 PM LogRhythm Administrator View Report Compliance: Account Management Activity, By Production Date: 03/26/2008 05:32 PM
Impacted Account Reporting Period: 03/25/2008 12:00 AM thru 03/26/2008 12:00
AM

Report Package: LogRhythm PCI Report Package

Report Path: C:\Documents and
Settings\trent.heisler\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000003_20
080326173249_LogRhythmPCIReportPackage\Rpt0000000057
~20080326173249_Compliance_AccountManagementActivity
BylmpactedAccount.rpt

05:45:29 PM LogRhythm Administrator Open Dashboard

06:08:53 PM Brotamonte, JoJo Open Tall Firewall Tail Saved tail.

06:10:36 PM Brotamonte, JoJo View Log Viewer LogManagerlD: 2, LogID: 17173850

06:27:56 PM LogRhythm Administrator Logoff Console Logon Date (UTC): 03/26/08 04:53:58 PM
Logoff Date (UTC): 03/26/08 06:27:56 PM
Time Logged In: 93 Minutes

06:45:20 PM Bakos, Rich Logon Console

06:45:32 PM Bakos, Rich Open Dashboard

06:46:22 PM Bakos, Rich Open Dashboard

06:48:41 PM Bakos, Rich Open Investigator LogRhythm Labs Guest Access Saved Log Manager investigation.

08:03:26 PM Bakos, Rich Open Dashboard

08:33:50 PM Bakos, Rich Logoff Console Logon Date (UTC): 03/26/08 06:45:20 PM

Logoff Date (UTC): 03/26/08 08:33:50 PM
Time Logged In: 108 Minutes

09:55:46 PM Reagan, Mike Logoff Console Logon Date (UTC): 03/25/08 11:50:49 PM
Logoff Date (UTC): 03/26/08 09:55:46 PM
Time Logged In: 1,324 Minutes

Report prepared for LogRhythm Inc on Mar 28, 2008 07:55 PM (GMT)
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. DFTIMIZE.
Time User Action Object Additional Information
Wednesday, March 26, 2008
09:56:11 PM Bakos, Rich Logon Console
Thursday, March 27, 2008
12:16:19 AM Brotamonte, JoJo Open Dashboard
12:17:12 AM Brotamonte, JoJo Open Dashboard
12:17:31 AM Brotamonte, JoJo Logoff Console Logon Date (UTC): 03/26/08 05:26:28 PM

Logoff Date (UTC): 03/27/08 12:17:31 AM
Time Logged In: 411 Minutes

01:43:14 PM LogRhythm Administrator Logon Console

01:43:57 PM LogRhythm Administrator Run Report Usage Auditing Event Detail, By User Reporting Period: 03/23/2008 12:00 AM thru 03/28/2008 12:00
AM
Exported To: N/A

01:44:37 PM LogRhythm Administrator View Report Usage Auditing Event Detail, By User Production Date: 03/27/2008 01:43 PM
Reporting Period: 03/23/2008 12:00 AM thru 03/28/2008 12:00
AM

Report Package: None
Report Path: C:\Documents and
Settings\trent.heisler\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080327134353_SelectedReports\Rpt0000000062_2008032713
4353_UsageAuditingEventDetail_ByUser.rpt

02:47:29 PM  Bakos, Rich Logoff Console Logon Date (UTC): 03/26/08 09:56:11 PM
Logoff Date (UTC): 03/27/08 02:47:29 PM
Time Logged In: 1,011 Minutes

02:54:42 PM Brotamonte, JoJo Logon Console
02:54:49 PM Brotamonte, JoJo Open Dashboard
03:20:52 PM Bakos, Rich Logon Console

Report prepared for LogRhythm Inc on Mar 28, 2008 07:55 PM (GMT)
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Thursday, March 27, 2008
03:26:49 PM Bakos, Rich Run Report Package LogRhythm PCI Report Package Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM

Exported To: N/A
Reports Prepared:
- Compliance: Security Event Summary, By Entity, Impacted
Host (Result: Completed)
- Compliance: User Object Access Summary, By Login, Entity,
Log Host (Result: Completed)
- Compliance: Host Authentication Summary, By Entity, Log
Host (Result: Completed)
- Compliance: User Audit Failure Summary, By Login, Entity,
Log Host (Result: Completed)
- Compliance: File Integrity Monitoring Activity, By Entity, Log
Host (Result: Failed)
- Compliance: Security System Errors & Warnings, By Entity,
Log Host (Result: Completed)
- Compliance: System Startup & Shutdown, By Impacted Host
(Result: Completed)
- Compliance: System Critical Conditions & Errors, By Entity,
Log Host (Result: Completed)
- Compliance: Network Connection Summary, By Entity, Log
Source (Result: Completed)
- Log Volume, By Log Source Type (Result: Completed)
- Compliance: Network Service Summary, By Entity, Log
Source (Result: Completed)
- Compliance: Top Suspicious Users, By Highest Log Count
(Result: Completed)
- Compliance: Top Targeted Applications, By Highest Log
Count (Result: Completed)
- Compliance: Top Targeted Hosts, By Highest Log Count
(Result: Completed)
- Compliance: Top Attackers, By Highest Log Count (Result:
Completed)
- Usage Auditing Event Detail, By Date (Result: Failed)
- Compliance: Account Management Activity, By Impacted
Account (Result: Completed)
- Compliance: Alarm and Response Activity, By Entity, Day
(Result: Completed)

03:27:08 PM Bakos, Rich View Report Log Volume, By Log Source Type Production Date: 03/27/2008 03:24 PM
Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM
Report Package: LogRhythm PCI Report Package
Report Path: C:\Documents and Settings\rich.bakos\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000003_20
080327152403_LogRhythmPCIReportPackage\Rpt0000000035
_20080327152403_LogVolume_BylLogSourceType.rpt

Report prepared for LogRhythm Inc on Mar 28, 2008 07:55 PM (GMT)
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Thursday, March 27, 2008
03:27:12 PM Bakos, Rich View Report Compliance: Account Management Activity, By Production Date: 03/27/2008 03:24 PM
Impacted Account Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM

Report Package: LogRhythm PCI Report Package
Report Path: C:\Documents and Settings\rich.bakos\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000003_20
080327152403_LogRhythmPCIReportPackage\Rpt0000000057
_20080327152403_Compliance_AccountManagementActivity_
BylmpactedAccount.rpt

03:28:20 PM Bakos, Rich Run Report Package LogRhythm HIPAA Report Package Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM
Exported To: N/A
Reports Prepared:
- Compliance: User Object Access Summary, By Login, Entity,
Log Host (Result: Completed)
- Compliance: New Account Summary, By Account (Result:
Completed)
- Compliance: Host Authentication Summary, By Entity, Log
Host (Result: Completed)
- Compliance: User Audit Failure Summary, By Login, Entity,
Log Host (Result: Completed)
- Compliance: File Integrity Monitoring Activity, By Entity, Log
Host (Result: Failed)
- Usage Auditing Event Detail, By Date (Result: Failed)
- Log Volume, By Log Source Type (Result: Completed)
- Compliance: Account Management Activity, By Impacted
Account (Result: Completed)
- Compliance: Top Suspicious Users, By Highest Log Count
(Result: Completed)
- Compliance: Top Targeted Hosts, By Highest Log Count
(Result: Completed)
- Compliance: Top Attackers, By Highest Log Count (Result:
Completed)
- Compliance: Alarm and Response Activity, By Entity, Day
(Result: Completed)
- Compliance: Terminated Account Summary, By Account
(Result: Completed)
- Compliance: Host Access Granted & Revoked, By Entity, Log
Host (Result: Completed)
- Compliance: Security Event Summary, By Entity, Impacted
Host (Result: Completed)
- Compliance: Top Targeted Applications, By Highest Log
Count (Result: Completed)

Report prepared for LogRhythm Inc on Mar 28, 2008 07:55 PM (GMT)
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Thursday, March 27, 2008
03:29:49 PM Bakos, Rich Run Report Package LogRhythm FISMA Report Package Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM

Exported To: N/A
Reports Prepared:
- Compliance: Security Event Summary, By Entity, Impacted
Host (Result: Completed)
- Compliance: Host Change Summary, By Entity, Log Host
(Result: Completed)
- Compliance: User Object Access Summary, By Login, Entity,
Log Host (Result: Completed)
- Compliance: New Account Summary, By Account (Result:
Completed)
- Compliance: Host Authentication Summary, By Entity, Log
Host (Result: Completed)
- Compliance: User Audit Failure Summary, By Login, Entity,
Log Host (Result: Completed)
- Compliance: File Integrity Monitoring Activity, By Entity, Log
Host (Result: Failed)
- Compliance: Network Connection Summary, By Entity, Log
Source (Result: Completed)
- Log Volume, By Log Source Type (Result: Completed)
- Compliance: Network Service Summary, By Entity, Log
Source (Result: Completed)
- Compliance: Top Suspicious Users, By Highest Log Count
(Result: Completed)
- Compliance: Top Targeted Applications, By Highest Log
Count (Result: Completed)
- Compliance: Top Targeted Hosts, By Highest Log Count
(Result: Completed)
- Compliance: Top Attackers, By Highest Log Count (Result:
Completed)
- Compliance: Alarm and Response Activity, By Entity, Day
(Result: Completed)
- Compliance: Host Remote Access Summary, By Entity,
Impacted Host (Result: Completed)
- Compliance: Terminated Account Summary, By Account
(Result: Completed)
- Compliance: Host Access Granted & Revoked, By Entity, Log
Host (Result: Completed)

04:06:02 PM Bakos, Rich View Report Log Volume, By Log Source Type Production Date: 03/27/2008 03:28 PM
Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM
Report Package: LogRhythm FISMA Report Package
Report Path: C:\Documents and Settings\rich.bakos\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000007_20
080327152853_LogRhythmFISMAReportPackage\Rpt0000000
035_20080327152853_LogVolume_BylLogSourceType.rpt

Report prepared for LogRhythm Inc on Mar 28, 2008 07:55 PM (GMT)
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Thursday, March 27, 2008
04:06:04 PM Bakos, Rich View Report Compliance: Alarm and Response Activity, By Entity, Production Date: 03/27/2008 03:28 PM
Day Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM

Report Package: LogRhythm FISMA Report Package

Report Path: C:\Documents and Settings\rich.bakos\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000007_20
080327152853_LogRhythmFISMAReportPackage\Rpt0000000
097_20080327152853_Compliance_AlarmandResponseActivity
_ByEntity_Day.rpt

04:06:09 PM Bakos, Rich View Report Compliance: Host Access Granted & Revoked, By Production Date: 03/27/2008 03:28 PM
Entity, Log Host Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM

Report Package: LogRhythm FISMA Report Package

Report Path: C:\Documents and Settings\rich.bakos\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000007_20
080327152853_LogRhythmFISMAReportPackage\Rpt0000000
094_20080327152853_Compliance_HostAccessGranted&Revo
ked_ByEntity LogHost.rpt

04:06:22 PM Bakos, Rich View Report Compliance: Host Change Summary, By Entity, Log Production Date: 03/27/2008 03:28 PM
Host Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM

Report Package: LogRhythm FISMA Report Package

Report Path: C:\Documents and Settings\rich.bakos\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000007_20
080327152853_LogRhythmFISMAReportPackage\Rpt0000000
092_20080327152853_Compliance_HostChangeSummary_By
Entity_LogHost.rpt

04:18:16 PM LogRhythm Administrator Logon Console
04:32:07 PM LogRhythm Administrator Open Investigator Remote Logon Activity Saved Log Manager investigation.

Report prepared for LogRhythm Inc on Mar 28, 2008 07:55 PM (GMT)
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Usage Auditing Event Detail SISE
By Date LLaogRhytEhm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Thursday, March 27, 2008
04:50:31 PM Bakos, Rich Run Report Package LogRhythm FISMA Report Package Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM
Exported To: C:\Documents and Settings\rich.bakos\My
Documents

Reports Prepared:

- Compliance: Security Event Summary, By Entity, Impacted
Host (Result: Completed)

- Compliance: Host Change Summary, By Entity, Log Host
(Result: Completed)

- Compliance: User Object Access Summary, By Login, Entity,
Log Host (Result: Completed)

- Compliance: New Account Summary, By Account (Result:
Completed)

- Compliance: Host Authentication Summary, By Entity, Log
Host (Result: Completed)

- Compliance: User Audit Failure Summary, By Login, Entity,
Log Host (Result: Completed)

- Compliance: File Integrity Monitoring Activity, By Entity, Log
Host (Result: Failed)

- Compliance: Network Connection Summary, By Entity, Log
Source (Result: Completed)

- Log Volume, By Log Source Type (Result: Completed)

- Compliance: Network Service Summary, By Entity, Log
Source (Result: Completed)

- Compliance: Top Suspicious Users, By Highest Log Count
(Result: Completed)

- Compliance: Top Targeted Applications, By Highest Log
Count (Result: Completed)

- Compliance: Top Targeted Hosts, By Highest Log Count
(Result: Completed)

- Compliance: Top Attackers, By Highest Log Count (Result:
Completed)

- Compliance: Alarm and Response Activity, By Entity, Day
(Result: Completed)

- Compliance: Host Remote Access Summary, By Entity,
Impacted Host (Result: Completed)

- Compliance: Terminated Account Summary, By Account
(Result: Completed)

- Compliance: Host Access Granted & Revoked, By Entity, Log
Host (Result: Completed)

04:57:22 PM LogRhythm Administrator Open Investigator Ad hoc Log Manager investigation.
05:00:04 PM LogRhythm Administrator Drill Down Investigator Meta-data Field
05:01:55 PM LogRhythm Administrator Drill Down Investigator Meta-data Field
05:02:52 PM LogRhythm Administrator Drill Down Investigator Meta-data Field
05:03:22 PM LogRhythm Administrator Drill Down Investigator Meta-data Field

Report prepared for LogRhythm Inc on Mar 28, 2008 07:55 PM (GMT)
Copyright 2007 LogRhythm, Inc. All Rights Reserved Page 11 of 25



Usage Auditing Event Detail

By Date

Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00)

LogRhyERhm'

COMPLY. SECURE. OFTIMIZE.

Time User Action Object Additional Information
Thursday, March 27, 2008

05:10:25 PM LogRhythm Administrator Logoff Console Logon Date (UTC): 03/27/08 04:17:58 PM
Logoff Date (UTC): 03/27/08 05:10:07 PM
Time Logged In: 52 Minutes

05:10:38 PM Bakos, Rich Logoff Console Logon Date (UTC): 03/27/08 03:20:52 PM
Logoff Date (UTC): 03/27/08 05:10:38 PM
Time Logged In: 109 Minutes

05:29:12 PM LogRhythm Administrator Logon Console

05:38:21 PM LogRhythm Administrator Open Investigator Netflow Saved Log Manager investigation.

05:42:59 PM LogRhythm Administrator Open Investigator Netflow Saved Log Manager investigation.

06:56:05 PM LogRhythm Administrator Open Dashboard

06:57:10 PM LogRhythm Administrator Open Investigator ACH Transfer Saved Log Manager investigation.

06:57:42 PM LogRhythm Administrator Open Investigator ACH Transfer Saved Log Manager investigation.

07:01:27 PM LogRhythm Administrator Open Investigator POP3 Activity Saved Log Manager investigation.

07:02:25 PM LogRhythm Administrator Open Investigator POP3 Activity Saved Log Manager investigation.

07:04:48 PM LogRhythm Administrator View Log Viewer LogManagerlD: 2, LoglID: 17350840

07:05:19 PM LogRhythm Administrator Open Dashboard

07:05:28 PM LogRhythm Administrator Open Investigator Remote Logon Activity Saved Log Manager investigation.

07:42:48 PM LogRhythm Administrator Open Investigator Remote Logon Activity Saved Log Manager investigation.
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Usage Auditing Event Detail

By Date

Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00)

Time

User

Action

Object

LogRhyERhm'

COMPLY. SECURE. OFTIMIZE.

Additional Information

Thursday, March 27, 2008

07:45:50 PM

LogRhythm Administrator

Run Report Package

LogRhythm PCI Report Package

Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM

Exported To: N/A

Reports Prepared:

- Compliance: Security Event Summary, By Entity, Impacted
Host (Result: Completed)

- Compliance: User Object Access Summary, By Login, Entity,
Log Host (Result: Completed)

- Compliance: Host Authentication Summary, By Entity, Log
Host (Result: Completed)

- Compliance: User Audit Failure Summary, By Login, Entity,
Log Host (Result: Completed)

- Compliance: File Integrity Monitoring Activity, By Entity, Log
Host (Result: Failed)

- Compliance: Security System Errors & Warnings, By Entity,
Log Host (Result: Completed)

- Compliance: System Startup & Shutdown, By Impacted Host
(Result: Completed)

- Compliance: System Critical Conditions & Errors, By Entity,
Log Host (Result: Completed)

- Compliance: Network Connection Summary, By Entity, Log
Source (Result: Completed)

- Log Volume, By Log Source Type (Result: Completed)

- Compliance: Network Service Summary, By Entity, Log
Source (Result: Completed)

- Compliance: Top Suspicious Users, By Highest Log Count
(Result: Completed)

- Compliance: Top Targeted Applications, By Highest Log
Count (Result: Completed)

- Compliance: Top Targeted Hosts, By Highest Log Count
(Result: Completed)

- Compliance: Top Attackers, By Highest Log Count (Result:
Completed)

- Usage Auditing Event Detail, By Date (Result: Completed)
- Compliance: Account Management Activity, By Impacted
Account (Result: Completed)

- Compliance: Alarm and Response Activity, By Entity, Day
(Result: Completed)

07:47:45 PM

LogRhythm Administrator

Open Investigator

ACH Transfer

Saved Log Manager investigation.

08:03:29 PM

Brotamonte, JoJo

Open Investigator

Ad hoc Log Manager investigation.

08:09:26 PM

LogRhythm Administrator

Logon Console

08:12:18 PM

LogRhythm Administrator

Drill Down Dashboard

Aggregate Log

08:13:33 PM

Brotamonte, JoJo2

Logon Console

08:13:59 PM

Brotamonte, JoJo2

Open Dashboard

08:16:44 PM

LogRhythm Administrator

Open Tail

Ad hoc tail.
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Usage Auditing Event Detail

By Date

Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00)

Time

User

Action

Object

I.l:lgl=il:|§/1:hm"“

COMPLY. SECURE. OFTIMIZE.

Additional Information

Thursday, March 27, 2008

08:17:46 PM LogRhythm Administrator Open Dashboard

08:21:00 PM LogRhythm Administrator Drill Down Dashboard Audit Events

08:21:37 PM LogRhythm Administrator View Log Viewer EventID: 4483858

08:21:40 PM LogRhythm Administrator View Log Viewer EventID: 4483698

08:21:40 PM LogRhythm Administrator View Log Viewer EventID: 4483676

08:21:56 PM LogRhythm Administrator Open Dashboard

08:22:37 PM Brotamonte, JoJo Logoff Console Logon Date (UTC): 03/27/08 02:54:42 PM
Logoff Date (UTC): 03/27/08 08:22:37 PM
Time Logged In: 327 Minutes

08:24:40 PM LogRhythm Administrator Drill Down Dashboard Operations Events

08:24:48 PM LogRhythm Administrator View Log Viewer EventID: 4484128

08:24:50 PM LogRhythm Administrator View Log Viewer EventID: 4484115

08:24:54 PM LogRhythm Administrator View Log Viewer EventID: 4484114

08:24:55 PM LogRhythm Administrator View Log Viewer EventID: 4484113

08:28:00 PM LogRhythm Administrator Drill Down Dashboard Security Events

08:28:07 PM LogRhythm Administrator Open Investigator Remote Logon Activity Saved Log Manager investigation.

08:29:54 PM LogRhythm Administrator View Log Viewer LogManagerID: 2, LogID: 17338160

08:30:09 PM LogRhythm Administrator Drill Down Dashboard Alarm ID: 467
Alarm Name: Failed Remote Authentication
Alarm Date: 03/27/08 08:06:27 PM

08:30:14 PM LogRhythm Administrator View Log Viewer EventID: 4484139

08:30:18 PM LogRhythm Administrator View Log Viewer EventID: 4484055

08:30:19 PM LogRhythm Administrator View Log Viewer EventID: 4484025

08:30:20 PM LogRhythm Administrator View Log Viewer EventID: 4483831

08:30:20 PM LogRhythm Administrator View Log Viewer EventID: 4483825

08:30:21 PM LogRhythm Administrator View Log Viewer EventID: 4483743

08:30:22 PM LogRhythm Administrator View Log Viewer EventID: 4483713

08:30:23 PM LogRhythm Administrator View Log Viewer EventID: 4483712

08:32:01 PM LogRhythm Administrator Drill Down Dashboard Meta-data Field

08:32:06 PM LogRhythm Administrator View Log Viewer EventID: 4474499

08:32:08 PM LogRhythm Administrator View Log Viewer EventID: 4474481

08:32:17 PM Brotamonte, JoJo2 Open Tail Ad hoc tail.

08:34:10 PM LogRhythm Administrator Open Investigator SSH Network Activity Saved Log Manager investigation.

08:34:43 PM LogRhythm Administrator Drill Down Investigator Meta-data Field

08:35:41 PM LogRhythm Administrator Open Investigator SSH Network Activity Saved Log Manager investigation.

08:36:49 PM LogRhythm Administrator Drill Down Investigator Meta-data Field

08:37:26 PM Brotamonte, JoJo2 Open Dashboard

08:37:44 PM LogRhythm Administrator Drill Down Investigator Meta-data Field
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Usage Auditing Event Detail ===
By Date LLogRhythme
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00)

COMPLY. SECURE. OFTIMIZE.

Time User Action Object Additional Information
Thursday, March 27, 2008

08:38:39 PM Brotamonte, JoJo2 Open Tall Cisco Pix FW Saved tail.

08:40:49 PM Brotamonte, JoJo2 Open Talil IIS log Saved tail.

08:40:57 PM LogRhythm Administrator Open Dashboard

08:41:47 PM LogRhythm Administrator Drill Down Dashboard Alarm ID: 474
Alarm Name: Critical Error
Alarm Date: 03/27/08 08:33:35 PM

08:42:12 PM LogRhythm Administrator Drill Down Investigator Meta-data Field

08:46:04 PM Brotamonte, JoJo2 Open Investigator Ad hoc Log Manager investigation.

08:46:46 PM Brotamonte, JoJo2 Open Investigator Ad hoc Log Manager investigation.

08:49:48 PM LogRhythm Administrator View Report Compliance: Security Event Summary, By Entity, Production Date: 03/27/2008 07:44 PM

Impacted Host Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00

AM
Report Package: LogRhythm PCI Report Package
Report Path: C:\Documents and Settings\rich.bakos\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000003_20
080327194409_LogRhythmPCIReportPackage\Rpt0000000093
_20080327194409_Compliance_SecurityEventSummary_ByEnt
ity _ImpactedHost.rpt

08:55:09 PM Brotamonte, JoJo2 Logoff Console Logon Date (UTC): 03/27/08 08:13:17 PM
Logoff Date (UTC): 03/27/08 08:55:00 PM
Time Logged In: 41 Minutes

08:56:05 PM Brotamonte, JoJo2 Logon Console

08:56:09 PM Brotamonte, JoJo2 Open Dashboard

08:57:19 PM LogRhythm Administrator Open Dashboard

08:57:28 PM Brotamonte, JoJo2 Open Investigator Ad hoc Log Manager investigation.

08:57:48 PM Brotamonte, JoJo2 Drill Down Investigator Aggregate Log

08:58:38 PM LogRhythm Administrator Logoff Console Logon Date (UTC): 03/27/08 08:09:08 PM
Logoff Date (UTC): 03/27/08 08:58:13 PM
Time Logged In: 49 Minutes

09:02:56 PM LogRhythm Administrator View Report Compliance: Account Management Activity, By Production Date: 03/27/2008 07:44 PM

Impacted Account Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00

AM
Report Package: LogRhythm PCI Report Package
Report Path: C:\Documents and Settings\rich.bakos\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000003_20
080327194409_LogRhythmPCIReportPackage\Rpt0000000057
_20080327194409_Compliance_AccountManagementActivity_
BylmpactedAccount.rpt

09:36:10 PM Brotamonte, JoJo2 Open Investigator Syslog Generator - last 2 days Saved Log Manager investigation.

09:37:29 PM Brotamonte, JoJo2 Open Investigator Syslog Generator - last 3 days Saved Log Manager investigation.
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Usage Auditing Event Detail S

By Date LLogRhytEhm
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Thursday, March 27, 2008
10:23:30 PM LogRhythm Administrator Run Report Package LogRhythm PCI Report Package Reporting Period: 03/26/2008 12:00 AM thru 03/27/2008 12:00
AM
Exported To: C:\Documents and Settings\Administrator\My
Documents

Reports Prepared:
- Compliance: Security Event Summary, By Entity, Impacted
Host (Result: Completed)
- Compliance: User Object Access Summary, By Login, Entity,
Log Host (Result: Completed)
- Compliance: Host Authentication Summary, By Entity, Log
Host (Result: Completed)
- Compliance: User Audit Failure Summary, By Login, Entity,
Log Host (Result: Completed)
- Compliance: File Integrity Monitoring Activity, By Entity, Log
Host (Result: Failed)
- Compliance: Security System Errors & Warnings, By Entity,
Log Host (Result: Completed)
- Compliance: System Startup & Shutdown, By Impacted Host
(Result: Completed)
- Compliance: System Critical Conditions & Errors, By Entity,
Log Host (Result: Completed)
- Compliance: Network Connection Summary, By Entity, Log
Source (Result: Completed)
- Log Volume, By Log Source Type (Result: Completed)
- Compliance: Network Service Summary, By Entity, Log
Source (Result: Completed)
- Compliance: Top Suspicious Users, By Highest Log Count
(Result: Completed)
- Compliance: Top Targeted Applications, By Highest Log
Count (Result: Completed)
- Compliance: Top Targeted Hosts, By Highest Log Count
(Result: Completed)
- Compliance: Top Attackers, By Highest Log Count (Result:
Completed)
- Usage Auditing Event Detail, By Date (Result: Completed)
- Compliance: Account Management Activity, By Impacted
Account (Result: Completed)
- Compliance: Alarm and Response Activity, By Entity, Day
(Result: Completed)

10:27:24 PM Brotamonte, JoJo2 Open Tail 1IS log Saved tail.

10:41:11 PM LogRhythm Administrator Logoff Console Logon Date (UTC): 03/27/08 05:28:54 PM
Logoff Date (UTC): 03/27/08 10:40:53 PM
Time Logged In: 311 Minutes

10:44:49 PM Stover, Tom Logon Console
10:44:54 PM Stover, Tom Open Dashboard
10:45:01 PM Stover, Tom Drill Down Dashboard Operations Events

Report prepared for LogRhythm Inc on Mar 28, 2008 07:55 PM (GMT)
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. DFTIMIZE.
Time User Action Object Additional Information
Thursday, March 27, 2008
10:56:25 PM Stover, Tom Logoff Console Logon Date (UTC): 03/27/08 10:44:32 PM

Logoff Date (UTC): 03/27/08 10:56:08 PM
Time Logged In: 11 Minutes

Friday, March 28, 2008

12:39:58 AM Brotamonte, JoJo2 Open Dashboard
12:40:17 AM Brotamonte, JoJo2 Logoff Console Logon Date (UTC): 03/27/08 08:55:56 PM
Logoff Date (UTC): 03/28/08 12:40:00 AM
Time Logged In: 224 Minutes
03:33:11 PM Brotamonte, JoJo2 Logon Console
03:33:21 PM Brotamonte, JoJo2 Open Dashboard
04:04:36 PM Reagan, Mike Logon Console
04:10:52 PM Reagan, Mike Open Dashboard
04:14:19 PM Reagan, Mike Run Report Package LogRhythm HIPAA Report Package Reporting Period: 03/27/2008 12:00 AM thru 03/28/2008 12:00

AM

Exported To: N/A

Reports Prepared:

- Compliance: User Object Access Summary, By Login, Entity,
Log Host (Result: Completed)

- Compliance: New Account Summary, By Account (Result:
Completed)

- Compliance: Host Authentication Summary, By Entity, Log
Host (Result: Completed)

- Compliance: User Audit Failure Summary, By Login, Entity,
Log Host (Result: Completed)

- Compliance: File Integrity Monitoring Activity, By Entity, Log
Host (Result: Failed)

- Usage Auditing Event Detail, By Date (Result: Failed)

- Log Volume, By Log Source Type (Result: Completed)

- Compliance: Account Management Activity, By Impacted
Account (Result: Completed)

- Compliance: Top Suspicious Users, By Highest Log Count
(Result: Completed)

- Compliance: Top Targeted Hosts, By Highest Log Count
(Result: Completed)

- Compliance: Top Attackers, By Highest Log Count (Result:
Completed)

- Compliance: Alarm and Response Activity, By Entity, Day
(Result: Completed)

- Compliance: Terminated Account Summary, By Account
(Result: Completed)

- Compliance: Host Access Granted & Revoked, By Entity, Log
Host (Result: Completed)

- Compliance: Security Event Summary, By Entity, Impacted
Host (Result: Completed)

- Compliance: Top Targeted Applications, By Highest Log
Count (Result: Completed)
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Friday, March 28, 2008
04:14:52 PM Reagan, Mike View Report Compliance: Top Targeted Applications, By Highest Production Date: 03/28/2008 04:11 PM
Log Count Reporting Period: 03/27/2008 12:00 AM thru 03/28/2008 12:00
AM

Report Package: LogRhythm HIPAA Report Package

Report Path: C:\Documents and
Settings\mike.reagan\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000006_20
080328161121_LogRhythmHIPAAReportPackage\Rpt0000000
069_20080328161121_Compliance_TopTargetedApplications_

ByHighestLogCount.rpt
04:16:00 PM Reagan, Mike View Report Compliance: User Audit Failure Summary, By Login, Production Date: 03/28/2008 04:11 PM
Entity, Log Host Reporting Period: 03/27/2008 12:00 AM thru 03/28/2008 12:00
AM

Report Package: LogRhythm HIPAA Report Package

Report Path: C:\Documents and
Settings\mike.reagan\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000006_20
080328161121_LogRhythmHIPAAReportPackage\Rpt0000000
088_20080328161121_Compliance_UserAuditFailureSummary
_ByLogin_Entity_LogHost.rpt

04:16:20 PM Reagan, Mike View Report Compliance: Alarm and Response Activity, By Entity, Production Date: 03/28/2008 04:11 PM
Day Reporting Period: 03/27/2008 12:00 AM thru 03/28/2008 12:00
AM

Report Package: LogRhythm HIPAA Report Package

Report Path: C:\Documents and
Settings\mike.reagan\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000006_20
080328161121_LogRhythmHIPAAReportPackage\Rpt0000000
097_20080328161121_Compliance_AlarmandResponseActivity
_ByEntity_Day.rpt

04:16:29 PM Reagan, Mike View Report Compliance: Account Management Activity, By Production Date: 03/28/2008 04:11 PM
Impacted Account Reporting Period: 03/27/2008 12:00 AM thru 03/28/2008 12:00
AM

Report Package: LogRhythm HIPAA Report Package

Report Path: C:\Documents and
Settings\mike.reagan\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000006_20
080328161121_LogRhythmHIPAAReportPackage\Rpt0000000
057_20080328161121_Compliance_AccountManagementActivi
ty_BylmpactedAccount.rpt
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Friday, March 28, 2008
04:16:40 PM Reagan, Mike View Report Compliance: Host Access Granted & Revoked, By Production Date: 03/28/2008 04:11 PM
Entity, Log Host Reporting Period: 03/27/2008 12:00 AM thru 03/28/2008 12:00
AM

Report Package: LogRhythm HIPAA Report Package
Report Path: C:\Documents and
Settings\mike.reagan\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000006_20
080328161121_LogRhythmHIPAAReportPackage\Rpt0000000
094_20080328161121_Compliance_HostAccessGranted&Revo
ked_ByEntity LogHost.rpt

04:17:32 PM Reagan, Mike View Report Compliance: Top Attackers, By Highest Log Count Production Date: 03/28/2008 04:11 PM
Reporting Period: 03/27/2008 12:00 AM thru 03/28/2008 12:00
AM
Report Package: LogRhythm HIPAA Report Package
Report Path: C:\Documents and
Settings\mike.reagan\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000006_20
080328161121_LogRhythmHIPAAReportPackage\Rpt0000000
067_20080328161121_Compliance_TopAttackers_ByHighestL
ogCount.rpt

04:17:36 PM Reagan, Mike View Report Compliance: Top Suspicious Users, By Highest Log Production Date: 03/28/2008 04:11 PM
Count Reporting Period: 03/27/2008 12:00 AM thru 03/28/2008 12:00
AM

Report Package: LogRhythm HIPAA Report Package

Report Path: C:\Documents and
Settings\mike.reagan\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000006_20
080328161121_LogRhythmHIPAAReportPackage\Rpt0000000
070_20080328161121_Compliance_TopSuspiciousUsers_ByHi
ghestLogCount.rpt

04:42:43 PM LogRhythm Administrator Logon Console

04:43:51 PM  LogRhythm Administrator Run Report Usage Auditing Event Detail, By Date Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Exported To: N/A

04:43:56 PM LogRhythm Administrator View Report Usage Auditing Event Detail, By Date Production Date: 03/28/2008 04:43 PM
Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and Settings\rich.bakos\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328164312_SelectedReports\Rpt0000000061_2008032816
4312_UsageAuditingEventDetail_ByDate.rpt

04:44:32 PM Brotamonte, JoJo2 Run Report Usage Auditing Event Detail, By Date Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Exported To: N/A
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Friday, March 28, 2008
04:44:35 PM Brotamonte, JoJo2 View Report Usage Auditing Event Detail, By Date Production Date: 03/28/2008 04:43 PM
Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM

Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328164349_SelectedReports\Rpt0000000061_2008032816
4349 _UsageAuditingEventDetail_ByDate.rpt

04:44:48 PM LogRhythm Administrator Run Report Usage Auditing Event Detail, By User Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Exported To: N/A

04:44:51 PM LogRhythm Administrator View Report Usage Auditing Event Detail, By User Production Date: 03/28/2008 04:44 PM
Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and Settings\rich.bakos\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328164427_SelectedReports\Rpt0000000062_2008032816
4427 _UsageAuditingEventDetail_ByUser.rpt

04:49:54 PM Brotamonte, JoJo2 Run Report Usage Auditing Activity Summary, By User Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Exported To: N/A

04:49:58 PM Brotamonte, JoJo2 View Report Usage Auditing Activity Summary, By User Production Date: 03/28/2008 04:49 PM
Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328164935_SelectedReports\Rpt0000000060_2008032816
4935_UsageAuditingActivitySummary_ByUser.rpt

04:51:16 PM Brotamonte, JoJo2 Run Report Usage Auditing Event Detail, By User Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Exported To: N/A

04:51:19 PM Brotamonte, JoJo2 View Report Usage Auditing Event Detail, By User Production Date: 03/28/2008 04:50 PM
Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328165056_SelectedReports\Rpt0000000062_2008032816
5056_UsageAuditingEventDetail_ByUser.rpt

04:57:25 PM LogRhythm Administrator Logoff Console Logon Date (UTC): 03/28/08 04:42:25 PM
Logoff Date (UTC): 03/28/08 04:57:06 PM
Time Logged In: 14 Minutes

Report prepared for LogRhythm Inc on Mar 28, 2008 07:55 PM (GMT)
Copyright 2007 LogRhythm, Inc. All Rights Reserved Page 20 of 25



Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OFTIMIZE.
Time User Action Object Additional Information
Friday, March 28, 2008
05:03:11 PM Brotamonte, JoJo2 Logoff Console Logon Date (UTC): 03/28/08 03:32:54 PM

Logoff Date (UTC): 03/28/08 05:02:54 PM
Time Logged In: 90 Minutes

05:03:44 PM LogRhythm Administrator Logon Console
05:03:56 PM LogRhythm Administrator Open Dashboard

05:08:46 PM LogRhythm Administrator Run Report Log Volume, Executive Summary Reporting Period: 02/01/2008 12:00 AM thru 03/01/2008 12:00
AM
Exported To: N/A
05:08:49 PM LogRhythm Administrator View Report Log Volume, Executive Summary Production Date: 03/28/2008 05:08 PM
Reporting Period: 02/01/2008 12:00 AM thru 03/01/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328170824 _SelectedReports\Rpt0000000005_2008032817
0824_LogVolume_ExecutiveSummary.rpt
05:09:55 PM LogRhythm Administrator Run Report Log Volume, Executive Summary Reporting Period: 12/01/2007 12:00 AM thru 03/01/2008 12:00
AM
Exported To: N/A
05:10:01 PM LogRhythm Administrator View Report Log Volume, Executive Summary Production Date: 03/28/2008 05:09 PM
Reporting Period: 12/01/2007 12:00 AM thru 03/01/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328170935_SelectedReports\Rpt0000000005_2008032817
0935_LogVolume_ExecutiveSummary.rpt
05:14:50 PM LogRhythm Administrator Run Report Top Hosts Experiencing Error Conditions, By Highest Reporting Period: 12/28/2007 12:00 AM thru 03/28/2008 05:15
Log Count PM
Exported To: N/A
05:14:53 PM LogRhythm Administrator View Report Top Hosts Experiencing Error Conditions, By Highest Production Date: 03/28/2008 05:14 PM
Log Count Reporting Period: 12/28/2007 12:00 AM thru 03/28/2008 05:15
PM
Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328171426_SelectedReports\Rpt0000000007_2008032817
1426_TopHostsExperiencingErrorConditions_ByHighestLogCou
nt.rpt
05:17:39 PM LogRhythm Administrator Run Report Top Applications Experiencing Error Conditions, By Reporting Period: 01/01/2008 07:00 AM thru 03/29/2008 06:00
Highest Log Count AM
Exported To: N/A
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Usage Auditing Event Detail S

By Date LLogRhytEehm'
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Friday, March 28, 2008
05:17:42 PM LogRhythm Administrator View Report Top Applications Experiencing Error Conditions, By Production Date: 03/28/2008 05:17 PM
Highest Log Count Reporting Period: 01/01/2008 07:00 AM thru 03/29/2008 06:00
AM

Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328171719_SelectedReports\Rpt0000000008_2008032817
1719_TopApplicationsExperiencingErrorConditions_ByHighestL
ogCount.rpt

05:20:07 PM LogRhythm Administrator Run Report Security Event Summary, By Impacted Host Reporting Period: 03/01/2008 12:00 AM thru 03/29/2008 12:00
AM
Exported To: N/A

05:20:11 PM LogRhythm Administrator View Report Security Event Summary, By Impacted Host Production Date: 03/28/2008 05:19 PM
Reporting Period: 03/01/2008 12:00 AM thru 03/29/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328171904_SelectedReports\Rpt0000000012_2008032817
1904_SecurityEventSummary_BylmpactedHost.rpt

05:21:27 PM LogRhythm Administrator Run Report Security Event Summary, By Impacted Host Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Exported To: N/A

05:21:37 PM LogRhythm Administrator View Report Security Event Summary, By Impacted Host Production Date: 03/28/2008 05:20 PM
Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328172042_SelectedReports\Rpt0000000012_2008032817
2042_SecurityEventSummary_BylmpactedHost.rpt

05:22:55 PM LogRhythm Administrator Run Report Security Event Summary, By Impacted Host Reporting Period: 03/27/2008 06:00 AM thru 03/29/2008 06:00
AM
Exported To: N/A

05:22:59 PM LogRhythm Administrator View Report Security Event Summary, By Impacted Host Production Date: 03/28/2008 05:22 PM
Reporting Period: 03/27/2008 06:00 AM thru 03/29/2008 06:00
AM
Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328172234_SelectedReports\Rpt0000000012_2008032817
2234 _SecurityEventSummary_BylmpactedHost.rpt
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Usage Auditing Event Detail S

By Date LLogRhytEhm
Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OPTIMIZE.
Time User Action Object Additional Information
Friday, March 28, 2008
05:25:53 PM LogRhythm Administrator Run Report Security Event Summary, By Impacted Host Reporting Period: 03/26/2008 06:00 AM thru 03/29/2008 06:00
AM
Exported To: N/A
05:25:57 PM LogRhythm Administrator View Report Security Event Summary, By Impacted Host Production Date: 03/28/2008 05:25 PM
Reporting Period: 03/26/2008 06:00 AM thru 03/29/2008 06:00
AM

Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328172520_SelectedReports\Rpt0000000012_2008032817
2520_SecurityEventSummary_BylmpactedHost.rpt

05:27:33 PM LogRhythm Administrator Run Report System Security Event Summary, By Impacted Host Reporting Period: 03/16/2008 12:00 AM thru 03/23/2008 12:00
AM
Exported To: N/A

05:27:36 PM LogRhythm Administrator View Report System Security Event Summary, By Impacted Host Production Date: 03/28/2008 05:27 PM
Reporting Period: 03/16/2008 12:00 AM thru 03/23/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328172715_SelectedReports\Rpt0000000014_2008032817
2715_SystemSecurityEventSummary_BylmpactedHost.rpt

05:58:17 PM LogRhythm Administrator Run Report Policy Activity Summary, By Impacted Host Reporting Period: 03/16/2008 12:00 AM thru 03/23/2008 12:00
AM
Exported To: N/A

05:58:20 PM LogRhythm Administrator View Report Policy Activity Summary, By Impacted Host Production Date: 03/28/2008 05:57 PM
Reporting Period: 03/16/2008 12:00 AM thru 03/23/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328175757_SelectedReports\Rpt0000000015_2008032817
5757_PolicyActivitySummary_BylmpactedHost.rpt

05:59:29 PM LogRhythm Administrator Run Report Policy Activity Summary, By Impacted Host Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Exported To: N/A

05:59:33 PM LogRhythm Administrator View Report Policy Activity Summary, By Impacted Host Production Date: 03/28/2008 05:59 PM
Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Report Package: None
Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328175900_SelectedReports\Rpt0000000015_2008032817
5900_PolicyActivitySummary_BylmpactedHost.rpt
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Usage Auditing Event Detail ===
By Date LLaogRhytEhm'

Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00)

COMPLY. SECURE. OFTIMIZE.

Time User

Action

Object

Additional Information

Friday, March 28, 2008
06:00:50 PM LogRhythm Administrator

Run Report

Policy Activity Summary, By Impacted Host

Reporting Period: 03/26/2008 06:00 AM thru 03/29/2008 06:00
AM
Exported To: N/A

06:00:52 PM LogRhythm Administrator

View Report

Policy Activity Summary, By Impacted Host

Production Date: 03/28/2008 06:00 PM

Reporting Period: 03/26/2008 06:00 AM thru 03/29/2008 06:00
AM

Report Package: None

Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328180027_SelectedReports\Rpt0000000015_2008032818
0027_PolicyActivitySummary_BylmpactedHost.rpt

07:25:42 PM LogRhythm Administrator

Run Report

Object Access Summary, By Impacted host

Reporting Period: 03/26/2008 06:00 AM thru 03/29/2008 06:00
AM
Exported To: N/A

07:27:23 PM LogRhythm Administrator

View Report

Object Access Summary, By Impacted host

Production Date: 03/28/2008 07:24 PM

Reporting Period: 03/26/2008 06:00 AM thru 03/29/2008 06:00
AM

Report Package: None

Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328192456_SelectedReports\Rpt0000000016_2008032819
2456_0ObjectAccessSummary_Bylmpactedhost.rpt

07:30:30 PM LogRhythm Administrator

Run Report

Compliance: Account Management Activity, By
Impacted Account

Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Exported To: N/A

07:35:24 PM LogRhythm Administrator

View Report

Compliance: Account Management Activity, By
Impacted Account

Production Date: 03/28/2008 07:29 PM

Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM

Report Package: None

Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328192907_SelectedReports\Rpt0000000057_2008032819
2907_Compliance_AccountManagementActivity BylmpactedAc
count.rpt

07:37:40 PM LogRhythm Administrator

Run Report

Compliance: Account Management Activity, By
Impacted Account

Reporting Period: 03/28/2008 06:00 AM thru 03/29/2008 06:00
AM
Exported To: N/A
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Usage Auditing Event Detail ===
By Date LLaogRhytEhm'

Mar 26, 2008 06:00 AM to Mar 29, 2008 06:00 AM (Dates GMT +00:00) COMPLY. SECURE. OFTIMIZE.

Time User

Action

Object

Additional Information

Friday, March 28, 2008
07:37:44 PM LogRhythm Administrator

View Report

Compliance: Account Management Activity, By
Impacted Account

Production Date: 03/28/2008 07:37 PM

Reporting Period: 03/28/2008 06:00 AM thru 03/29/2008 06:00
AM

Report Package: None

Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328193709_SelectedReports\Rpt0000000057_2008032819
3709_Compliance_AccountManagementActivity BylmpactedAc
count.rpt

07:53:20 PM LogRhythm Administrator

Run Report

Compliance: Account Management Activity, By
Impacted Account

Reporting Period: 03/26/2008 06:00 AM thru 03/29/2008 06:00
AM
Exported To: N/A

07:53:24 PM LogRhythm Administrator

View Report

Compliance: Account Management Activity, By
Impacted Account

Production Date: 03/28/2008 07:52 PM

Reporting Period: 03/26/2008 06:00 AM thru 03/29/2008 06:00
AM

Report Package: None

Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328195247_SelectedReports\Rpt0000000057_2008032819
5247_Compliance_AccountManagementActivity BylmpactedAc
count.rpt

07:55:18 PM LogRhythm Administrator

Run Report

Usage Auditing Event Detail, By Date

Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM
Exported To: N/A

07:55:23 PM LogRhythm Administrator

View Report

Usage Auditing Event Detail, By Date

Production Date: 03/28/2008 07:54 PM

Reporting Period: 03/23/2008 12:00 AM thru 03/29/2008 12:00
AM

Report Package: None

Report Path: C:\Documents and
Settings\jojo.brotamonte\Application
Data\LogRhythm\Reporting\Temp_Preview\Pkg0000000000_20
080328195445_SelectedReports\Rpt0000000061_2008032819
5445_UsageAuditingEventDetail_ByDate.rpt
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