Flexible Deployment Options

[ LR-AIE1

LR-AIE2

LRX3

LPS /LPD LPS /LPD LPS /LPD
10,000 / 864 Million 1,150 /100 Million 11,150 / 1 Billion
Up to 20:1 N/A N/A

2 Quad Core 1Quad Core 2 Quad Core
32GB 32GB 96GB

3U U (1Y)

3.6TB 272GB 540GB
13.75TB N/A N/A

“LogRhythm has

Turnkey Appliances
LRX1 LRX2
Appliance Form Factor
Maximum Rates* LPS / LPD*** LPS /LPD
1,000 / 86 Million 2,500 / 216 Million
Compression Up to 20:1 Up to 20:1
CPU 1Quad Core 2 Quad Core
Memory 12GB 24GB
Chassis 1Y) 2U
Storage™* 680GB 1.9TB
Expandable Storage Capacity ™ 1.25TB 8.6TB

Software | Virtualization

LogRhythm Solution Software can be easily deployed on customer-
provided hardware and several major virtualization platforms:

(5) vmware

Professional Services

Expertise, Availability & Assurance

Our professional services team applies industry and regulatory
expertise to ensure customer success through:

« Deployment

« Health Checks

« Tune-ups

« Upgrades

« Compliance Support

« Search, Report & Alert Optimization

« Custom Device Support

- Classroom-Based, Web-Based & On-site Training Programs

Knowledge Engineering

LogRhythm’s Knowledge Engineers help automate the process of
turning raw data into actionable intelligence with relevant context,
delivering enterprise correlation and meaningful visibility into the
entire network. Customers benefit from continuous research and
development and receive:

« Comprehensive Device Support

- Expert Event and Threat Level Identification

« Out-of-the-Box Alarms, Investigations and Reports

« Automated, Up-to-Date Compliance Packages (PCl, SOX,

HIPAA, FISMA, GPG 13, GLBA, NERC CIP, etc.)

“Everyone in IT can use it to be
more effective.” gzt

* Rates may vary based on customer environment/requirements
** Capacities based on raw storage
*** Logs Per Second / Logs Per Day

“LogRhythm is

long on features
and flexibility.”

Support Services

Customer Satisfaction is # 1

« 11/5 Mon-Fri or 24/7 Support Options
« 24/7 Access to Support Portal

« Knowledgebase Updates

« Web-Based Tutorials

« Custom Support Programs

“..with its combined coverage for real-time analysis, forensics
and compliance monitoring being the

best we’ve seen.”
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LOG MANAGEMENT | SIEM 20 | FIM

LogRhythm provides useful and actionable visibility into what is really going on

set the standard
for SIEM 2.0”

s 4 ascent
media

in and around an enterprise. Award-winning and patented Log Management,
SIEM 2.0 and File Integrity Monitoring solutions enable customers to efficiently
comply with regulations, secure their networks and optimize the availability of
their IT infrastructure. LogRhythm leads the industry with complete solutions

that are easy to deploy, use, scale and maintain.

A Higher Standard In Log
Management & SIEM 2.0

LogRhythm establishes a new and higher standard in log
management and security information and event management
(SIEM). At its core is the ability to collect log data from any
source and make it useful for comprehensive visibility
and awareness into the entire IT environment. Valuable
data enrichment and advanced data management provide
organizations with:

- Fast and Effective Advanced Correlation

- Real-Time Alarming

- Flexible and Powerful Reporting

- Advanced Forensic Analysis

LogRhythm is operated and managed through an easy-to-
use and individually customizable console. Fully-interactive
visualization tools and context-aware event management
deliver powerful capabilities for protecting the network and
reducing mean-time-to-resolution (MTTR). Flexible deployment
and configuration options combined with intuitive, wizard-
based features and comprehensive compliance support mean
LogRhythm delivers unparalleled log management and SIEM 2.0
for today’s compliance, security and IT operations professionals.

“We now have insights...
we never had before.” Q(REDCATSUSA

Rapid Time-to-Value

Few organizations have the budget or manpower for an expensive
and protracted implementation of Log Management and SIEM 2.0
solutions. LogRhythm is quick to install, easy to use and manage, and
scales easily to meet any future requirements.

Architected from the ground up to provide Rapid Time-to-Value while
reducing the Total Cost of Ownership, LogRhythm delivers:

- Fast & Easy to Deploy

- Intuitive User Interface

- Expedited Root Cause Analysis

- Reduced Mean Time to Resolution

- Out-of-the-box Compliance Packages

- Ready-to-use Reports, Alerts and Investigations
- Dynamic Visualization Tools

LogRhythm solutions are available in flexible appliance and software
deployment options to meet the unique operating requirements of any
enterprise.

“Designed for large enterprise and distributed
environments, and delivered with excellent
functionality, we give LogRhythm our

5-Star )
“Recommended” rating.”
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Any Log Source
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Collect Anywhere
Guaranteed Collection - Digital Chain of Custody
Encryption & 10:1 Compression| gl & 20:1 Compression
Information Assurance 4\/\/ Standard File Format
Centralized Management “ Fast & Flexible Retrieval
SecondLook™

Universal Time Stamp

Building Block Architecture

Turnkey Appliances
Plug-and-Play Expansion
Scale to Any Size
High Availability

Automated Alerts
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Compliance Packages On-Demand / Custom Schedule

Executive Packages

Reporting

Executive Management

Automated Executive Reporting
Privileged User Monitoring / Visibility
ROI Assurance

Compliance / Audit

Automated Compliance Packages
Powerful Easy-to-use Reporting Tools
Quick Start Compliance Guides
Secure Archiving — Highly Efficient/Flexible Retrieval

Information Security

Real-time Threat Protection
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Host / Application Network / Security ‘ Independent Audit
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BLUEPRINT FOR SUCCESS
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LogRhythm Solution Software

High Availability Virtual Environments

Appliance Software / Customer Hardware
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Forensics / Analytics

Comprehensive Event Correlation
Forensics — Powerful & Rapid Drill Down
Powerful Visualization and Global Awareness

IT Operations

Rapid Root Cause Analysis/Reduced MTTR
Enterprise-wide Operational Visibility
Monitor and Enable Control of IT Resources
Custom Application Monitoring

LogRhytERhm
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Visualization
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