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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

administrator

 106 Saturn*Saturn*03/27/08  06:00 PM 03/28/08  04:00 PM General Audit Success

 12 Jupiter*Jupiter*03/27/08  07:00 PM 03/28/08  11:00 AM Failed Object Open

local service

 2,762 Jupiter*Jupiter*03/27/08  06:00 PM 03/28/08  05:00 PM Failed Object Open

 2,763 mercury*mercury*03/27/08  06:00 PM 03/28/08  05:00 PM Failed Object Open

 2,764 Neptune*Neptune*03/27/08  06:00 PM 03/28/08  05:00 PM Failed Object Open

 2,762 Venus*Venus*03/27/08  06:00 PM 03/28/08  05:00 PM Failed Object Open

mike.reagan

 1 Saturn*Saturn*03/28/08  12:00 PM 03/28/08  12:00 PM General Audit Success

 1 Saturn*10.1.1.12403/28/08  03:00 PM 03/28/08  03:00 PM General Audit Success

network service

 144 mercury*mercury*03/27/08  06:00 PM 03/28/08  04:00 PM Failed Object Open

 95 Neptune*Neptune*03/27/08  06:00 PM 03/28/08  04:00 PM Failed Object Open

 95 Venus*Venus*03/27/08  06:00 PM 03/28/08  04:00 PM Failed Object Open

 285 Jupiter*Jupiter*03/27/08  06:00 PM 03/28/08  05:00 PM Failed Object Open

rich.bakos

 50 Saturn*Saturn*03/27/08  07:00 PM 03/28/08  03:00 PM General Audit Success

 6 Venus*Venus*03/27/08  08:00 PM 03/28/08  12:00 PM Failed Object Open

spiceworks

 2 Jupiter*Jupiter*03/27/08  08:00 PM 03/28/08  04:00 AM General Audit Success

 2 mercury*mercury*03/27/08  08:00 PM 03/28/08  04:00 AM General Audit Success

 2 Neptune*Neptune*03/27/08  08:00 PM 03/28/08  04:00 AM General Audit Success

 2 Saturn*Saturn*03/27/08  08:00 PM 03/28/08  04:00 AM General Audit Success

 2 Venus*Venus*03/27/08  08:00 PM 03/28/08  04:00 AM General Audit Success

system

 10 Neptune*Neptune*03/27/08  06:00 PM 03/27/08  06:00 PM General Audit Success

 68 Venus*Venus*03/27/08  06:00 PM 03/28/08  11:00 AM General Audit Success

 1,324 Jupiter*Jupiter*03/27/08  06:00 PM 03/28/08  05:00 PM Failed Object Open

 1,363 mercury*mercury*03/27/08  06:00 PM 03/28/08  05:00 PM Failed Object Open

 1,333 Neptune*Neptune*03/27/08  06:00 PM 03/28/08  05:00 PM Failed Object Open

 1,376 Venus*Venus*03/27/08  06:00 PM 03/28/08  05:00 PM Failed Object Open

trent.heisler

 16 Saturn*Saturn*03/27/08  07:00 PM 03/28/08  04:00 PM General Audit Success
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user001

 1 172.10.1.4userpc203/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 server2server203/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server3server303/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 webserver1.acme.com112.250.231.5803/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.18192.168.1.2503/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.3192.168.1.503/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server4server403/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 2 server1server103/27/08  08:00 PM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.19userpc1503/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 server3server303/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.17192.168.1.503/27/08  10:00 PM 03/27/08  10:00 PM Failed Authentication

 1 161.200.1.8106.87.12.12303/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.5192.168.1.1403/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.13userpc1603/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.12172.10.1.1203/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server2server203/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 2 server3server303/27/08  10:00 PM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server1server103/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 2 server2server203/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server2server203/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.1172.10.1.103/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server1userpc803/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 172.10.1.16172.10.1.1603/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.14192.168.1.803/28/08  03:00 AM 03/28/08  03:00 AM Failed Authentication

 1 172.10.1.12userpc1403/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.5172.10.1.503/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 2 172.10.1.8172.10.1.803/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction
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By Origin Login
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First Log Last Log

Origin Login
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user001

 1 161.200.1.6106.160.138.4003/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.20192.168.1.603/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.16172.10.1.1603/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.11192.168.1.403/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.18192.168.1.1903/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.3192.168.1.3303/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.19192.168.1.2403/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.19192.168.1.2603/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 server4userpc1603/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.16192.168.1.1903/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.12192.168.1.1403/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 1 172.10.1.6192.168.1.1803/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 1 172.10.1.13userpc503/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.15172.10.1.1503/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server4userpc1203/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.17172.10.1.1703/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.16192.168.1.3003/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.2172.10.1.203/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user001

 1 server5server503/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user002

 1 server2userpc1303/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.14172.10.1.1403/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server4server403/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 161.200.1.5114.248.62.13603/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.7192.168.1.2903/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.7172.10.1.703/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.13192.168.1.1703/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 server2userpc203/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.17172.10.1.1703/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 2 server4server403/27/08  09:00 PM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.7192.168.1.1903/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 webserver2.acme.com66.2.30.103/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.15userpc1203/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.12userpc203/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 server1server103/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server3server303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server4server403/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 2 172.10.1.8172.10.1.803/27/08  10:00 PM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.3192.168.1.303/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.15userpc103/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.13172.10.1.1303/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.15172.10.1.1503/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 2 172.10.1.7172.10.1.703/27/08  11:00 PM 03/28/08  11:00 AM Sales Transaction

 1 server1userpc103/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.11userpc1503/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.10172.10.1.1003/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server4server403/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server1192.168.1.2303/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

Report prepared for LogRhythm Inc on Mar 28, 2008 11:02 PM (GMT)

Copyright 2007 LogRhythm, Inc.  All Rights Reserved Page 4 of 59
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First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user002

 1 webserver2.acme.com107.197.4.19303/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.20192.168.1.1503/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.2172.10.1.203/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server5192.168.1.1003/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 webserver1.acme.com66.2.30.903/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 172.10.1.3userpc1403/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 3 172.10.1.18172.10.1.1803/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server1server103/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server2server203/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 2 172.10.1.8172.10.1.803/28/08  05:00 AM 03/28/08  02:00 PM Sales Transaction

 1 161.200.1.9107.240.248.10203/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication

 1 172.10.1.1172.10.1.103/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 server3server303/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 2 172.10.1.8172.10.1.803/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.10192.168.1.1703/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.18172.10.1.1803/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server2server203/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.13userpc1103/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 2 server4server403/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.10192.168.1.2103/28/08  12:00 PM 03/28/08  12:00 PM Failed Authentication

 1 172.10.1.11172.10.1.1103/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction
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By Origin Login
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First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user002

 1 172.10.1.8172.10.1.803/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server5server503/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 server4server403/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.6192.168.1.1503/28/08  03:00 PM 03/28/08  03:00 PM Failed Authentication

 1 172.10.1.3192.168.1.703/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.2172.10.1.203/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.5192.168.1.1803/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.3172.10.1.303/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user003

 1 172.10.1.11172.10.1.1103/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.12172.10.1.1203/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.16userpc1103/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 2 172.10.1.3172.10.1.303/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 server1server103/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.7192.168.1.903/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.4172.10.1.403/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server3server303/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server4server403/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 2 172.10.1.4172.10.1.403/27/08  08:00 PM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction
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First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user003

 1 172.10.1.8192.168.1.803/27/08  11:00 PM 03/27/08  11:00 PM Failed Authentication

 1 server3192.168.1.503/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.19192.168.1.903/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.18172.10.1.1803/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 2 172.10.1.18172.10.1.1803/27/08  11:00 PM 03/28/08  11:00 AM Sales Transaction

 1 161.200.1.988.69.1.21903/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.14192.168.1.2703/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server2server203/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server5server503/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 161.200.1.4104.151.242.6203/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.6192.168.1.2603/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.6userpc303/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 server1server103/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 2 172.10.1.10172.10.1.1003/28/08  01:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.8192.168.1.303/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 172.10.1.7172.10.1.703/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 2 172.10.1.14192.168.1.2603/28/08  03:00 AM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.14userpc803/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 172.10.1.7userpc603/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 server2server203/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 161.200.1.588.69.1.21603/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.7192.168.1.203/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.3172.10.1.303/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.1172.10.1.103/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

Report prepared for LogRhythm Inc on Mar 28, 2008 11:02 PM (GMT)

Copyright 2007 LogRhythm, Inc.  All Rights Reserved Page 7 of 59



Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount
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 1 172.10.1.15172.10.1.1503/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 161.200.1.8119.31.164.8903/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.10userpc1003/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.11192.168.1.1603/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.13userpc1003/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.17192.168.1.1903/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.20192.168.1.303/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.20192.168.1.1903/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.13172.10.1.1303/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.13192.168.1.1503/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.12userpc303/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 2 172.10.1.5172.10.1.503/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 webserver1.acme.com88.69.1.23703/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.15userpc1103/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 server3server303/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.20192.168.1.2503/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.3172.10.1.303/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server1server103/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server5server503/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user004
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount
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 1 172.10.1.18172.10.1.1803/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.5192.168.1.1303/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 172.10.1.18192.168.1.2503/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.4172.10.1.403/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 2 172.10.1.3172.10.1.303/27/08  07:00 PM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.20192.168.1.1803/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.1172.10.1.103/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.17192.168.1.103/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 webserver1.acme.com119.166.129.9903/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.7192.168.1.1303/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.4userpc1203/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.15172.10.1.1503/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 2 server4server403/27/08  10:00 PM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 2 172.10.1.3172.10.1.303/27/08  11:00 PM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.10172.10.1.1003/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server2server203/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server1server103/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.6192.168.1.2203/28/08  03:00 AM 03/28/08  03:00 AM Failed Authentication

 1 server3192.168.1.2903/28/08  03:00 AM 03/28/08  03:00 AM Failed Authentication

 1 server5userpc503/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login
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First Log Last Log

Origin Login
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 1 server1server103/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.7192.168.1.1903/28/08  05:00 AM 03/28/08  05:00 AM Failed Authentication

 1 172.10.1.8192.168.1.1703/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 2 172.10.1.17172.10.1.1703/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 server5server503/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 2 172.10.1.1172.10.1.103/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 2 172.10.1.15172.10.1.1503/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.16192.168.1.703/28/08  12:00 PM 03/28/08  12:00 PM Failed Authentication

 1 172.10.1.13192.168.1.2303/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.18192.168.1.2903/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.17192.168.1.1003/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 172.10.1.14172.10.1.1403/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 161.200.1.4118.200.95.24403/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.16192.168.1.703/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.20172.10.1.2003/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 server1server103/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.5192.168.1.1603/28/08  03:00 PM 03/28/08  03:00 PM Failed Authentication

 1 172.10.1.19172.10.1.1903/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction
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First Log Last Log
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 1 172.10.1.20userpc1103/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 server1server103/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user005

 1 172.10.1.12172.10.1.1203/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 2 172.10.1.1172.10.1.103/27/08  06:00 PM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.13192.168.1.3103/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 server5192.168.1.1403/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.6172.10.1.603/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 server4server403/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 161.200.1.7105.96.101.13403/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.5172.10.1.503/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server1server103/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server5server503/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server1server103/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 server2server203/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.13172.10.1.1303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.9192.168.1.803/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.6userpc403/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.12192.168.1.3303/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 161.200.1.1072.99.11.11603/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.16172.10.1.1603/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server5server503/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server3192.168.1.2603/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 161.200.1.788.69.1.21603/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 2 172.10.1.13172.10.1.1303/28/08  02:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.15192.168.1.703/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.18172.10.1.1803/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.3192.168.1.1303/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 172.10.1.13172.10.1.1303/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction
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 1 server1server103/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.10userpc403/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.10userpc1503/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 server5server503/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.10userpc503/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.14userpc903/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.20192.168.1.2503/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.7192.168.1.2803/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.5userpc103/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.5userpc1203/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.16172.10.1.1603/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 server1192.168.1.3103/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 server1server103/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.18192.168.1.2303/28/08  12:00 PM 03/28/08  12:00 PM Failed Authentication

 1 172.10.1.19172.10.1.1903/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server3server303/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.16192.168.1.103/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 172.10.1.1172.10.1.103/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.10192.168.1.2103/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 server2server203/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 161.200.1.888.69.1.22503/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.5userpc303/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user005

 1 172.10.1.3172.10.1.303/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server2server203/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.17192.168.1.403/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 172.10.1.1172.10.1.103/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server1server103/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user006

 1 172.10.1.15userpc803/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.10172.10.1.1003/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.13172.10.1.1303/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 server4server403/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.9192.168.1.1603/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.4172.10.1.403/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 2 server3server303/27/08  08:00 PM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.20192.168.1.3303/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 161.200.1.588.69.1.20103/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 server2userpc1503/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 172.10.1.7192.168.1.703/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.18172.10.1.1803/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.15172.10.1.1503/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server4server403/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.1172.10.1.103/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server2192.168.1.2503/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.19172.10.1.1903/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.17192.168.1.403/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.8userpc1003/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.17172.10.1.1703/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

Report prepared for LogRhythm Inc on Mar 28, 2008 11:02 PM (GMT)

Copyright 2007 LogRhythm, Inc.  All Rights Reserved Page 13 of 59



Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user006

 1 172.10.1.4172.10.1.403/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.9192.168.1.1103/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.14192.168.1.403/28/08  03:00 AM 03/28/08  03:00 AM Failed Authentication

 1 172.10.1.19192.168.1.2003/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server4server403/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.8192.168.1.1503/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.6userpc1403/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.16172.10.1.1603/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 server2server203/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server3server303/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.8192.168.1.2703/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 2 172.10.1.18172.10.1.1803/28/08  07:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.16192.168.1.1903/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.16192.168.1.803/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.4192.168.1.2803/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 2 172.10.1.12172.10.1.1203/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 2 server1server103/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 server1192.168.1.2903/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.3172.10.1.303/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.5userpc503/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.15172.10.1.1503/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 161.200.1.788.69.1.24603/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.17172.10.1.1703/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user006

 1 172.10.1.5172.10.1.503/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.3192.168.1.1903/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 172.10.1.18192.168.1.2903/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

user007

 1 server4192.168.1.1803/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.4192.168.1.1503/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.6192.168.1.2203/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.14172.10.1.1403/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server4server403/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.1192.168.1.3303/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 172.10.1.11172.10.1.1103/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 server5192.168.1.2903/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.19172.10.1.1903/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server4server403/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 server4server403/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.12192.168.1.1203/27/08  10:00 PM 03/27/08  10:00 PM Failed Authentication

 1 172.10.1.15172.10.1.1503/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.12192.168.1.1503/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.3172.10.1.303/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.16192.168.1.3103/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.7192.168.1.2503/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.8userpc1303/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.13userpc1303/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user007

 1 172.10.1.15172.10.1.1503/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 server3server303/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.1172.10.1.103/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server3server303/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server3192.168.1.1303/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 172.10.1.19192.168.1.103/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.8192.168.1.2103/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.15172.10.1.1503/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.17192.168.1.503/28/08  05:00 AM 03/28/08  05:00 AM Failed Authentication

 1 172.10.1.2192.168.1.1403/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.12192.168.1.403/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.18192.168.1.703/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication

 1 172.10.1.11userpc1103/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.15userpc303/28/08  07:00 AM 03/28/08  07:00 AM Failed Authentication

 1 172.10.1.17userpc803/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.4192.168.1.2103/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.12192.168.1.2203/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 server5192.168.1.2503/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.20192.168.1.403/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.15192.168.1.903/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.13172.10.1.1303/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server2server203/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server3server303/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user007

 2 172.10.1.8172.10.1.803/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.6192.168.1.1903/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.8192.168.1.2803/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.15172.10.1.1503/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server4server403/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server2192.168.1.1603/28/08  12:00 PM 03/28/08  12:00 PM Failed Authentication

 1 172.10.1.14userpc803/28/08  12:00 PM 03/28/08  12:00 PM Failed Authentication

 1 172.10.1.15172.10.1.1503/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server1server103/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server2192.168.1.2003/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 172.10.1.15192.168.1.603/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 172.10.1.20172.10.1.2003/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 server4server403/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.5192.168.1.203/28/08  02:00 PM 03/28/08  02:00 PM Failed Authentication

 1 172.10.1.17172.10.1.1703/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 server1server103/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 server4server403/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.1172.10.1.103/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server1server103/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server5server503/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user008

 1 172.10.1.18192.168.1.1603/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 server2192.168.1.303/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.10172.10.1.1003/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server1server103/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 161.200.1.4105.114.60.22303/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user008

 1 172.10.1.20172.10.1.2003/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 161.200.1.4107.75.39.13503/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.15192.168.1.2903/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.10192.168.1.403/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.10172.10.1.1003/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.12192.168.1.1403/27/08  11:00 PM 03/27/08  11:00 PM Failed Authentication

 1 172.10.1.12172.10.1.1203/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server3server303/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 2 172.10.1.18172.10.1.1803/27/08  11:00 PM 03/28/08  04:00 PM Sales Transaction

 1 161.200.1.366.2.30.703/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.13192.168.1.1103/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.5192.168.1.803/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 2 172.10.1.18172.10.1.1803/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 server5server503/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 2 172.10.1.1172.10.1.103/28/08  02:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server2server203/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 server4server403/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 server5server503/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 server3192.168.1.3103/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.7userpc1003/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.17userpc1403/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.16172.10.1.1603/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 server4server403/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 2 172.10.1.9172.10.1.903/28/08  06:00 AM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 161.200.1.5115.23.161.18103/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user008

 1 172.10.1.14192.168.1.2903/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.17192.168.1.903/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 server4userpc1303/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.10userpc203/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.11172.10.1.1103/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server1server103/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 2 172.10.1.12172.10.1.1203/28/08  09:00 AM 03/28/08  01:00 PM Sales Transaction

 2 172.10.1.11172.10.1.1103/28/08  09:00 AM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.10192.168.1.2303/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 1 172.10.1.3172.10.1.303/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 server5server503/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 ftpserver.acme.com88.69.1.24303/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server1server103/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 server3server303/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 server5server503/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.20192.168.1.2203/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 172.10.1.16192.168.1.503/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 172.10.1.4192.168.1.1103/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.8192.168.1.2103/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.20192.168.1.603/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 2 172.10.1.5172.10.1.503/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server2server203/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user009

 1 172.10.1.2userpc1203/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.20192.168.1.3103/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 server1192.168.1.903/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.4userpc1603/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 2 172.10.1.11172.10.1.1103/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server3server303/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.8192.168.1.3103/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.13192.168.1.1203/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.5userpc1003/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.6userpc303/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.15172.10.1.1503/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server5server503/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.5userpc803/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 172.10.1.8192.168.1.2003/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.12userpc1203/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.2172.10.1.203/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 server2server203/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.19192.168.1.2403/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.8userpc503/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 server2userpc603/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 2 172.10.1.16172.10.1.1603/27/08  10:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server1192.168.1.2703/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.3192.168.1.1103/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.9172.10.1.903/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 2 server4server403/28/08  12:00 AM 03/28/08  08:00 AM Sales Transaction

 1 161.200.1.2105.243.17.1603/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.10192.168.1.803/28/08  02:00 AM 03/28/08  02:00 AM Failed Authentication

 1 172.10.1.17userpc203/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 161.200.1.3119.166.129.9903/28/08  03:00 AM 03/28/08  03:00 AM Failed Authentication
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user009

 1 172.10.1.14userpc503/28/08  03:00 AM 03/28/08  03:00 AM Failed Authentication

 1 172.10.1.13userpc603/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.15172.10.1.1503/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server3server303/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 161.200.1.5111.103.215.21003/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.6192.168.1.3003/28/08  05:00 AM 03/28/08  05:00 AM Failed Authentication

 1 172.10.1.15userpc1303/28/08  05:00 AM 03/28/08  05:00 AM Failed Authentication

 1 172.10.1.11192.168.1.303/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.16192.168.1.503/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server1server103/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.10userpc1103/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication

 1 172.10.1.12172.10.1.1203/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 server1192.168.1.1603/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 2 172.10.1.2172.10.1.203/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 server1server103/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 161.200.1.688.69.1.22603/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.19192.168.1.203/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.13192.168.1.2003/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 server4userpc403/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.10172.10.1.1003/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user009

 1 172.10.1.16172.10.1.1603/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server2server203/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 161.200.1.1118.200.95.24403/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 1 server5userpc103/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.18172.10.1.1803/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.14192.168.1.203/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 172.10.1.1172.10.1.103/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.5userpc403/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 server2server203/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 161.200.1.1120.138.126.24703/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.4userpc1003/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 server3server303/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.18userpc1003/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 172.10.1.2172.10.1.203/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user010

 1 172.10.1.1172.10.1.103/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.2192.168.1.1003/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 172.10.1.11192.168.1.1203/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.11172.10.1.1103/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 2 172.10.1.12172.10.1.1203/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.13172.10.1.1303/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user010

 1 172.10.1.13192.168.1.2103/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.2172.10.1.203/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.17userpc1503/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 172.10.1.9userpc603/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 172.10.1.1172.10.1.103/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 server3server303/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.11172.10.1.1103/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 2 172.10.1.12172.10.1.1203/27/08  10:00 PM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server2server203/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server5server503/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.17192.168.1.1603/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.19172.10.1.1903/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server1server103/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.3192.168.1.1203/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.13172.10.1.1303/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 server4server403/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.14192.168.1.503/28/08  03:00 AM 03/28/08  03:00 AM Failed Authentication

 1 172.10.1.16192.168.1.2603/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 server2192.168.1.303/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.13userpc1003/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user010

 1 server5server503/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 server3userpc1103/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.5userpc603/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server2server203/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server1192.168.1.2603/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 server4192.168.1.3103/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 2 172.10.1.17172.10.1.1703/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.10192.168.1.2203/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.18userpc303/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.10172.10.1.1003/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.10172.10.1.1003/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server3server303/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.13192.168.1.3303/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.18172.10.1.1803/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server3192.168.1.2603/28/08  05:00 PM 03/28/08  05:00 PM General Access Failure

user011

 1 172.10.1.8userpc603/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 2 172.10.1.5172.10.1.503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 2 172.10.1.8172.10.1.803/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user011

 1 server5server503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.18172.10.1.1803/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server2server203/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server1userpc403/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 172.10.1.12172.10.1.1203/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 server4server403/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.14172.10.1.1403/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.6192.168.1.2003/27/08  11:00 PM 03/27/08  11:00 PM Failed Authentication

 1 172.10.1.10172.10.1.1003/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.11172.10.1.1103/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server1server103/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server1server103/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.20userpc303/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.16192.168.1.1503/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 2 172.10.1.12172.10.1.1203/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server4192.168.1.1503/28/08  02:00 AM 03/28/08  02:00 AM Failed Authentication

 1 172.10.1.11172.10.1.1103/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 server2server203/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.14192.168.1.1403/28/08  03:00 AM 03/28/08  03:00 AM Failed Authentication

 1 172.10.1.9172.10.1.903/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.15192.168.1.3103/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 172.10.1.19192.168.1.2203/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.9192.168.1.703/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.11userpc1303/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.10userpc1503/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.19172.10.1.1903/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user011

 1 172.10.1.2172.10.1.203/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server2server203/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.10172.10.1.1003/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 server4server403/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 2 server5server503/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.7192.168.1.903/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.20userpc1503/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 server5server503/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.10192.168.1.1603/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 server3server303/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.17192.168.1.2403/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.20userpc103/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.4userpc503/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.7192.168.1.403/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 1 server1server103/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server3server303/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user012

 1 161.200.1.1072.99.11.11703/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.10172.10.1.1003/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.15172.10.1.1503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 2 server4server403/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server5192.168.1.2003/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.15192.168.1.2503/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user012

 1 server1192.168.1.2703/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 server5192.168.1.3103/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.3192.168.1.503/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.20userpc1203/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.11172.10.1.1103/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.4192.168.1.1703/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 server4192.168.1.2803/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.9192.168.1.803/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.18172.10.1.1803/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 2 172.10.1.10172.10.1.1003/27/08  10:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.1172.10.1.103/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server1server103/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server4server403/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.10192.168.1.1303/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.13192.168.1.803/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.20172.10.1.2003/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server2server203/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 161.200.1.688.69.1.20303/28/08  02:00 AM 03/28/08  02:00 AM Failed Authentication

 1 172.10.1.11userpc503/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 server4userpc803/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 server4192.168.1.1403/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 172.10.1.20192.168.1.403/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 server2server203/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.14192.168.1.2103/28/08  05:00 AM 03/28/08  05:00 AM Failed Authentication

 1 172.10.1.19172.10.1.1903/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server2server203/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 mailserver.acme.com116.76.60.12203/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication

 1 172.10.1.1172.10.1.103/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user012

 1 172.10.1.5172.10.1.503/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 server3server303/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 server5192.168.1.2303/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.2192.168.1.2103/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.2192.168.1.2403/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.12userpc1203/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 1 172.10.1.12172.10.1.1203/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 server5server503/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.15userpc503/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.3172.10.1.303/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 2 server1server103/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.14192.168.1.1703/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 webserver1.acme.com88.69.1.24803/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.16172.10.1.1603/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 2 172.10.1.9172.10.1.903/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.1172.10.1.103/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server1server103/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server5server503/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server4userpc1603/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 172.10.1.20userpc803/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 161.200.1.9112.250.231.5803/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 161.200.1.9113.95.99.21803/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.17userpc703/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user012

 1 172.10.1.17172.10.1.1703/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user013

 1 172.10.1.18192.168.1.2103/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.19userpc1603/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.16192.168.1.3003/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.1192.168.1.403/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.13172.10.1.1303/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server3192.168.1.503/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 172.10.1.15192.168.1.1603/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.11172.10.1.1103/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 2 server2server203/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 server5server503/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.20userpc1503/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.10172.10.1.1003/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.12172.10.1.1203/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.13172.10.1.1303/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 2 server4server403/27/08  08:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.11192.168.1.1203/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 172.10.1.13192.168.1.803/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 172.10.1.8192.168.1.303/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.20192.168.1.703/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.11172.10.1.1103/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server3server303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.11172.10.1.1103/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.2userpc1403/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.9192.168.1.803/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 2 172.10.1.20172.10.1.2003/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.1172.10.1.103/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 2 172.10.1.8172.10.1.803/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.6192.168.1.1603/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user013

 1 161.200.1.988.69.1.22103/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.10172.10.1.1003/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.16192.168.1.1403/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.17172.10.1.1703/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.20192.168.1.3003/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication

 2 172.10.1.3172.10.1.303/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.18192.168.1.1903/28/08  07:00 AM 03/28/08  07:00 AM Failed Authentication

 1 172.10.1.10192.168.1.2803/28/08  07:00 AM 03/28/08  07:00 AM Failed Authentication

 1 172.10.1.11192.168.1.2803/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.5172.10.1.503/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 server4server403/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.14192.168.1.1003/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.19192.168.1.1103/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 server4userpc1203/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server1server103/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server5server503/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server4192.168.1.1103/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.7192.168.1.1603/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.12172.10.1.1203/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.6192.168.1.603/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.15userpc1003/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.14172.10.1.1403/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction
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First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user013

 1 172.10.1.10192.168.1.1703/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.12userpc1403/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.5userpc303/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.12172.10.1.1203/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 2 172.10.1.5172.10.1.503/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server4server403/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server5server503/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.11192.168.1.2303/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.15192.168.1.2503/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.11192.168.1.2103/28/08  02:00 PM 03/28/08  02:00 PM Failed Authentication

 1 server1192.168.1.2803/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.15userpc1103/28/08  03:00 PM 03/28/08  03:00 PM Failed Authentication

 1 172.10.1.17192.168.1.1603/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 2 172.10.1.4172.10.1.403/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server5server503/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.14192.168.1.2403/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 172.10.1.4192.168.1.2603/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 172.10.1.20userpc203/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

user014

 1 172.10.1.5172.10.1.503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server2server203/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.19userpc103/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.5172.10.1.503/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.4192.168.1.3003/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 server3server303/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.15192.168.1.1003/27/08  10:00 PM 03/27/08  10:00 PM Failed Authentication

 1 172.10.1.2192.168.1.2803/27/08  10:00 PM 03/27/08  10:00 PM Failed Authentication

 1 172.10.1.16172.10.1.1603/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

Report prepared for LogRhythm Inc on Mar 28, 2008 11:02 PM (GMT)

Copyright 2007 LogRhythm, Inc.  All Rights Reserved Page 31 of 59



Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user014

 1 server2server203/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 161.200.1.588.69.1.24303/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.3172.10.1.303/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server5server503/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server4192.168.1.2403/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.1172.10.1.103/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server1server103/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server5userpc1303/28/08  02:00 AM 03/28/08  02:00 AM Failed Authentication

 1 172.10.1.10172.10.1.1003/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 2 172.10.1.17172.10.1.1703/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.5192.168.1.1503/28/08  03:00 AM 03/28/08  03:00 AM Failed Authentication

 1 172.10.1.15192.168.1.2203/28/08  03:00 AM 03/28/08  03:00 AM Failed Authentication

 1 172.10.1.18192.168.1.803/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.10userpc203/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.12172.10.1.1203/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server3server303/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 2 server2server203/28/08  03:00 AM 03/28/08  07:00 AM Sales Transaction

 1 161.200.1.2120.138.126.24703/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 2 172.10.1.11172.10.1.1103/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.18192.168.1.1803/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.2192.168.1.3303/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 server3server303/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 server5server503/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.4192.168.1.2503/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.1192.168.1.3003/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.10userpc1303/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.17172.10.1.1703/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction
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user014

 1 server1server103/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 server3server303/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.18192.168.1.1103/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.8192.168.1.2103/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server1server103/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server1server103/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 server2server203/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 server1192.168.1.3003/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 2 172.10.1.12172.10.1.1203/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server2server203/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server3server303/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 2 172.10.1.3192.168.1.1003/28/08  11:00 AM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.2userpc103/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.6userpc303/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.18172.10.1.1803/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.7192.168.1.1103/28/08  02:00 PM 03/28/08  02:00 PM Failed Authentication

 1 172.10.1.15192.168.1.1203/28/08  02:00 PM 03/28/08  02:00 PM Failed Authentication

 1 ftpserver.acme.com108.103.69.1503/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.20172.10.1.2003/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.2192.168.1.2603/28/08  03:00 PM 03/28/08  03:00 PM Failed Authentication

 1 161.200.1.1072.99.11.11103/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.8172.10.1.803/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.10172.10.1.1003/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server2server203/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user015

 1 172.10.1.20192.168.1.2003/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.8userpc403/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 server4server403/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction
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user015

 2 172.10.1.2172.10.1.203/27/08  06:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.18172.10.1.1803/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 server1server103/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 server4userpc1503/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.17172.10.1.1703/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.6192.168.1.303/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 server5192.168.1.503/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 server3userpc1103/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.14172.10.1.1403/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 server4server403/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server5userpc203/27/08  11:00 PM 03/27/08  11:00 PM Failed Authentication

 1 172.10.1.18192.168.1.1103/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.12172.10.1.1203/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server1server103/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server5server503/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 2 172.10.1.20172.10.1.2003/28/08  12:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.15192.168.1.1103/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.12userpc703/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.6192.168.1.3103/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.18172.10.1.1803/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server3server303/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.16192.168.1.603/28/08  02:00 AM 03/28/08  02:00 AM Failed Authentication

 1 172.10.1.11userpc1403/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.17192.168.1.1403/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.18192.168.1.2803/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.20172.10.1.2003/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server5userpc1303/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 server4userpc1003/28/08  05:00 AM 03/28/08  05:00 AM Failed Authentication

 2 172.10.1.1172.10.1.103/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server4server403/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.7192.168.1.1003/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication
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 1 172.10.1.7192.168.1.403/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication

 1 161.200.1.6110.173.225.9403/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 server2server203/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 server4server403/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 2 server4server403/28/08  06:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.2userpc1203/28/08  07:00 AM 03/28/08  07:00 AM Failed Authentication

 1 172.10.1.2192.168.1.1003/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.17192.168.1.3103/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.19userpc1003/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 2 172.10.1.6172.10.1.603/28/08  07:00 AM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.16192.168.1.1903/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.7userpc103/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.15172.10.1.1503/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 2 172.10.1.3172.10.1.303/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.3userpc903/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.8172.10.1.803/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.6192.168.1.1803/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.20192.168.1.2103/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.15192.168.1.2703/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server3server303/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server5server503/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 161.200.1.6119.135.23.19203/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.17userpc203/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.7172.10.1.703/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server1userpc1503/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 172.10.1.6172.10.1.603/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 server5userpc1203/28/08  02:00 PM 03/28/08  02:00 PM Failed Authentication

 1 172.10.1.10192.168.1.1203/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 server3server303/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.3userpc103/28/08  03:00 PM 03/28/08  03:00 PM Failed Authentication
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 1 172.10.1.1172.10.1.103/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.15userpc1003/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.18172.10.1.1803/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server2server203/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server3server303/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user016

 1 172.10.1.6172.10.1.603/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server3server303/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 161.200.1.5107.197.4.19303/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.17192.168.1.303/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.11172.10.1.1103/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 2 172.10.1.15172.10.1.1503/27/08  08:00 PM 03/28/08  05:00 AM Sales Transaction

 2 172.10.1.3172.10.1.303/27/08  08:00 PM 03/28/08  07:00 AM Sales Transaction

 1 161.200.1.1072.99.11.10903/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 172.10.1.13userpc603/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 172.10.1.13userpc1103/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 server1server103/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.12172.10.1.1203/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.13172.10.1.1303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server3server303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.1172.10.1.103/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.7userpc103/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.19192.168.1.1603/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.12userpc1103/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.18172.10.1.1803/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 161.200.1.8111.36.131.24503/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user016

 1 172.10.1.10172.10.1.1003/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 server3192.168.1.1703/28/08  03:00 AM 03/28/08  03:00 AM Failed Authentication

 1 server5server503/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 server2server203/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.5192.168.1.3203/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 161.200.1.788.69.1.24303/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 2 server1server103/28/08  06:00 AM 03/28/08  01:00 PM Sales Transaction

 1 server3192.168.1.2403/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.12172.10.1.1203/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.15192.168.1.2503/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.1172.10.1.103/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.13192.168.1.1003/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.15userpc703/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.4userpc1103/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.8172.10.1.803/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 161.200.1.6119.25.113.7003/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.2192.168.1.2703/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.11userpc1503/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 server2userpc603/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 2 172.10.1.14172.10.1.1403/28/08  10:00 AM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.6192.168.1.3003/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.9192.168.1.3303/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.11192.168.1.703/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user016

 1 172.10.1.18172.10.1.1803/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.20userpc1203/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.18userpc803/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.17172.10.1.1703/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.10userpc1503/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 172.10.1.15192.168.1.1403/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.4userpc1503/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.3172.10.1.303/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 server4server403/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.5192.168.1.403/28/08  02:00 PM 03/28/08  02:00 PM Failed Authentication

 1 172.10.1.11userpc603/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.20172.10.1.2003/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server4server403/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

user017

 1 server3userpc1203/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.10userpc303/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.12192.168.1.503/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 172.10.1.8userpc303/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 172.10.1.12172.10.1.1203/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.18userpc1603/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.10172.10.1.1003/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.6192.168.1.3003/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 172.10.1.2192.168.1.3003/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.10172.10.1.1003/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction
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By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user017

 1 172.10.1.11172.10.1.1103/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.6192.168.1.1903/27/08  10:00 PM 03/27/08  10:00 PM Failed Authentication

 1 server3192.168.1.3103/27/08  10:00 PM 03/27/08  10:00 PM Failed Authentication

 1 172.10.1.16userpc1003/27/08  10:00 PM 03/27/08  10:00 PM Failed Authentication

 1 172.10.1.13172.10.1.1303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.14172.10.1.1403/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.12192.168.1.103/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 2 172.10.1.14172.10.1.1403/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.15172.10.1.1503/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server2server203/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.9192.168.1.2903/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.15172.10.1.1503/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server5192.168.1.703/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.15userpc1503/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.11192.168.1.1403/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.7172.10.1.703/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.17192.168.1.303/28/08  02:00 AM 03/28/08  02:00 AM Failed Authentication

 1 172.10.1.16172.10.1.1603/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.15userpc803/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.15172.10.1.1503/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server2server203/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.19192.168.1.903/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.6userpc1603/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 2 172.10.1.10172.10.1.1003/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 2 server2server203/28/08  04:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.15userpc403/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.17172.10.1.1703/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.13192.168.1.1303/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 2 172.10.1.16172.10.1.1603/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 server4192.168.1.203/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.19192.168.1.503/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.10userpc1603/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction
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By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user017

 2 172.10.1.4172.10.1.403/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.10192.168.1.2003/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.10172.10.1.1003/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.10userpc303/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.13192.168.1.2103/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 server5server503/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 2 172.10.1.1172.10.1.103/28/08  09:00 AM 03/28/08  01:00 PM Sales Transaction

 2 172.10.1.9172.10.1.903/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server4userpc1203/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.8172.10.1.803/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server2server203/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server2192.168.1.1103/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 172.10.1.16userpc1303/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.19172.10.1.1903/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.10192.168.1.703/28/08  02:00 PM 03/28/08  02:00 PM Failed Authentication

 1 172.10.1.6192.168.1.1003/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 server2192.168.1.3303/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 server3192.168.1.503/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.6userpc703/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.3172.10.1.303/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 server1server103/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.16192.168.1.2303/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 server3userpc1603/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.5172.10.1.503/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user018

 2 172.10.1.15172.10.1.1503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.15172.10.1.1503/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction
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Origin Login
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user018

 1 172.10.1.16192.168.1.2803/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 server5192.168.1.603/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.11userpc1103/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.12172.10.1.1203/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server3server303/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server5userpc403/27/08  10:00 PM 03/27/08  10:00 PM Failed Authentication

 1 172.10.1.13172.10.1.1303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.14172.10.1.1403/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server2server203/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server1server103/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server2userpc503/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.14192.168.1.1403/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.7userpc403/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server3server303/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server5192.168.1.2503/28/08  02:00 AM 03/28/08  02:00 AM Failed Authentication

 1 172.10.1.1172.10.1.103/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 2 172.10.1.9172.10.1.903/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 server5server503/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.1172.10.1.103/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.10172.10.1.1003/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.18userpc103/28/08  05:00 AM 03/28/08  05:00 AM Failed Authentication

 1 172.10.1.17userpc703/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.5172.10.1.503/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.1172.10.1.103/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 2 172.10.1.17172.10.1.1703/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 2 server3server303/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 server4userpc1503/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.19172.10.1.1903/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 server4server403/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction
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First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user018

 1 172.10.1.4172.10.1.403/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server2192.168.1.1203/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.9192.168.1.903/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.16userpc803/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.17192.168.1.1303/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 172.10.1.8192.168.1.803/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 webserver1.acme.com88.69.1.23103/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.15userpc803/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.8172.10.1.803/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 server3server303/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.19192.168.1.303/28/08  02:00 PM 03/28/08  02:00 PM Failed Authentication

 1 161.200.1.288.69.1.21603/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.20172.10.1.2003/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.2192.168.1.1003/28/08  03:00 PM 03/28/08  03:00 PM Failed Authentication

 1 172.10.1.3192.168.1.2403/28/08  03:00 PM 03/28/08  03:00 PM Failed Authentication

 1 172.10.1.20192.168.1.1903/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.3192.168.1.3203/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.16userpc703/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.15192.168.1.1103/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 172.10.1.2192.168.1.3003/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 161.200.1.766.2.30.403/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.9172.10.1.903/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user019

 1 172.10.1.15172.10.1.1503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 2 172.10.1.6172.10.1.603/27/08  06:00 PM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.1172.10.1.103/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.13172.10.1.1303/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 2 172.10.1.19172.10.1.1903/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 2 172.10.1.14172.10.1.1403/27/08  07:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.2192.168.1.3103/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 server1userpc603/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.20192.168.1.2303/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user019

 1 172.10.1.11172.10.1.1103/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.14172.10.1.1403/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.13172.10.1.1303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 161.200.1.7106.87.12.12303/27/08  11:00 PM 03/27/08  11:00 PM Failed Authentication

 1 172.10.1.1192.168.1.903/27/08  11:00 PM 03/27/08  11:00 PM Failed Authentication

 1 172.10.1.11192.168.1.2303/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.9192.168.1.903/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.20172.10.1.2003/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server2server203/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.14192.168.1.3203/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.19192.168.1.603/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 2 172.10.1.7192.168.1.903/28/08  01:00 AM 03/28/08  05:00 AM Failed Authentication

 1 172.10.1.12192.168.1.2103/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 server2server203/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.6userpc1203/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 server2server203/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.16192.168.1.2203/28/08  05:00 AM 03/28/08  05:00 AM Failed Authentication

 1 172.10.1.7192.168.1.303/28/08  05:00 AM 03/28/08  05:00 AM Failed Authentication

 1 161.200.1.666.2.30.803/28/08  05:00 AM 03/28/08  05:00 AM Failed Authentication

 1 172.10.1.19172.10.1.1903/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server4192.168.1.1803/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication

 1 172.10.1.12192.168.1.2803/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication

 1 172.10.1.16192.168.1.1603/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.2172.10.1.203/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 server1server103/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user019

 2 172.10.1.20172.10.1.2003/28/08  07:00 AM 03/28/08  10:00 AM Sales Transaction

 1 server5userpc603/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.2172.10.1.203/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.7192.168.1.503/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.7userpc1503/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.6192.168.1.3203/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 ftpserver.acme.com109.5.43.4203/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.1172.10.1.103/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 server4server403/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 server1192.168.1.2403/28/08  03:00 PM 03/28/08  03:00 PM Failed Authentication

 1 172.10.1.12192.168.1.503/28/08  03:00 PM 03/28/08  03:00 PM Failed Authentication

 1 172.10.1.1192.168.1.2603/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.16172.10.1.1603/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.9192.168.1.603/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 server4userpc1403/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 172.10.1.18192.168.1.2203/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.17172.10.1.1703/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server2server203/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user020

 1 172.10.1.5userpc1403/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.18172.10.1.1803/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user020

 1 server3userpc503/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.15172.10.1.1503/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.18172.10.1.1803/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 server5server503/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server5server503/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 2 172.10.1.19172.10.1.1903/27/08  09:00 PM 03/28/08  01:00 AM Sales Transaction

 3 server2server203/27/08  09:00 PM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.5userpc1503/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 server4userpc303/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.12userpc203/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.11172.10.1.1103/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 2 172.10.1.6172.10.1.603/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server3server303/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.13192.168.1.203/28/08  02:00 AM 03/28/08  02:00 AM Failed Authentication

 1 172.10.1.10172.10.1.1003/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.5userpc403/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.17172.10.1.1703/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server2server203/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.2192.168.1.2603/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server4server403/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.2192.168.1.503/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.10userpc303/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 2 172.10.1.6192.168.1.1003/28/08  06:00 AM 03/28/08  12:00 PM General Access Failure
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user020

 1 172.10.1.15172.10.1.1503/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.3192.168.1.503/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.3userpc503/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.10172.10.1.1003/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server3server303/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 2 172.10.1.10172.10.1.1003/28/08  09:00 AM 03/28/08  01:00 PM Sales Transaction

 1 server2192.168.1.203/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.1172.10.1.103/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 2 server3server303/28/08  10:00 AM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.13192.168.1.803/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 1 server1server103/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.18userpc903/28/08  12:00 PM 03/28/08  12:00 PM Failed Authentication

 1 172.10.1.18172.10.1.1803/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.18192.168.1.503/28/08  01:00 PM 03/28/08  01:00 PM Failed Authentication

 1 172.10.1.20userpc1603/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 server1server103/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 server3192.168.1.1203/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.20172.10.1.2003/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.20192.168.1.1703/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.2172.10.1.203/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server4userpc503/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.12172.10.1.1203/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server2server203/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server3server303/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user021
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By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user021

 1 172.10.1.17172.10.1.1703/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server5server503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 161.200.1.488.69.1.21903/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.5192.168.1.1003/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.7userpc203/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.16172.10.1.1603/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server3userpc1303/27/08  09:00 PM 03/27/08  09:00 PM General Access Failure

 1 172.10.1.14172.10.1.1403/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 server2server203/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.18172.10.1.1803/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server2server203/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 mailserver.acme.com115.23.161.18103/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 server4192.168.1.1403/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.12172.10.1.1203/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 2 172.10.1.2172.10.1.203/27/08  11:00 PM 03/28/08  01:00 AM Sales Transaction

 2 172.10.1.6172.10.1.603/27/08  11:00 PM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.19userpc703/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.15192.168.1.2803/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.9172.10.1.903/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server4server403/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.8192.168.1.403/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.11192.168.1.2103/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 161.200.1.888.69.1.20103/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 172.10.1.8172.10.1.803/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 server5server503/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.15192.168.1.2303/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 172.10.1.16172.10.1.1603/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user021

 1 172.10.1.5192.168.1.1403/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.5192.168.1.3003/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 161.200.1.172.99.11.11403/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server5server503/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.1172.10.1.103/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.10172.10.1.1003/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 2 server5server503/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.18192.168.1.2403/28/08  07:00 AM 03/28/08  07:00 AM Failed Authentication

 1 172.10.1.15192.168.1.3303/28/08  07:00 AM 03/28/08  07:00 AM Failed Authentication

 1 server2192.168.1.2003/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.18userpc1403/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.19192.168.1.1103/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.1172.10.1.103/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 2 172.10.1.20172.10.1.2003/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 server4server403/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 161.200.1.3103.47.20.11003/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 server1192.168.1.503/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.19192.168.1.2403/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.2172.10.1.203/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server1server103/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server3server303/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.10192.168.1.503/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.8192.168.1.803/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.13172.10.1.1303/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user021

 1 172.10.1.2172.10.1.203/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 server3server303/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.7192.168.1.3203/28/08  11:00 AM 03/28/08  11:00 AM General Access Failure

 2 172.10.1.10172.10.1.1003/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server1server103/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.2userpc1403/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.15172.10.1.1503/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 server2server203/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 2 172.10.1.14172.10.1.1403/28/08  01:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.13192.168.1.2703/28/08  02:00 PM 03/28/08  02:00 PM Failed Authentication

 1 172.10.1.2userpc503/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 server4192.168.1.1903/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.20192.168.1.803/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.17172.10.1.1703/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.1192.168.1.3303/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 server1192.168.1.2603/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server1server103/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 server5server503/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user022

 1 server5192.168.1.603/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.1userpc403/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.10172.10.1.1003/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction
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By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user022

 1 172.10.1.11172.10.1.1103/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.15172.10.1.1503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.1192.168.1.1303/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 server1userpc103/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 2 172.10.1.17172.10.1.1703/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.18172.10.1.1803/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 server4192.168.1.1503/27/08  09:00 PM 03/27/08  09:00 PM Failed Authentication

 1 172.10.1.1172.10.1.103/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 server5192.168.1.3003/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.13172.10.1.1303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server2server203/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server3server303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.11192.168.1.2203/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.1userpc103/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.15172.10.1.1503/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.16192.168.1.503/28/08  01:00 AM 03/28/08  01:00 AM Failed Authentication

 1 172.10.1.16192.168.1.3303/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 2 server5server503/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.10192.168.1.1803/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 172.10.1.15userpc1403/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction
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First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user022

 1 172.10.1.2172.10.1.203/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 server4192.168.1.103/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.3172.10.1.303/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server2192.168.1.503/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication

 1 server3192.168.1.703/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication

 1 172.10.1.16172.10.1.1603/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.20192.168.1.2003/28/08  07:00 AM 03/28/08  07:00 AM Failed Authentication

 1 172.10.1.5192.168.1.2203/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 server3userpc203/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.15userpc703/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.3172.10.1.303/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 server3server303/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.9192.168.1.3203/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.12172.10.1.1203/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 server2server203/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 161.200.1.672.99.11.10903/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 1 172.10.1.6userpc1303/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.10172.10.1.1003/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.10172.10.1.1003/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.9192.168.1.2703/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.16192.168.1.3003/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.5userpc503/28/08  02:00 PM 03/28/08  02:00 PM Failed Authentication

 1 172.10.1.6172.10.1.603/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 172.10.1.19userpc1503/28/08  03:00 PM 03/28/08  03:00 PM Failed Authentication
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By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login
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user022

 1 172.10.1.7192.168.1.2903/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server2server203/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.9192.168.1.2903/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 172.10.1.15userpc1503/28/08  04:00 PM 03/28/08  04:00 PM Failed Authentication

 1 webserver1.acme.com112.236.131.8403/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  05:00 PM 03/28/08  05:00 PM Sales Transaction

user023

 1 172.10.1.2userpc1203/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.17userpc503/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.17172.10.1.1703/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server5server503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 2 172.10.1.17172.10.1.1703/27/08  06:00 PM 03/27/08  11:00 PM Sales Transaction

 2 server3server303/27/08  06:00 PM 03/28/08  04:00 AM Sales Transaction

 1 161.200.1.1066.2.30.403/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 161.200.1.188.69.1.20703/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 172.10.1.12userpc1203/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.1userpc1603/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.15172.10.1.1503/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.6userpc1303/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.12172.10.1.1203/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 server2server203/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 2 172.10.1.17172.10.1.1703/27/08  09:00 PM 03/28/08  12:00 AM Sales Transaction

 2 172.10.1.11172.10.1.1103/27/08  09:00 PM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.5192.168.1.403/27/08  10:00 PM 03/27/08  10:00 PM Failed Authentication

 1 172.10.1.5userpc1503/27/08  10:00 PM 03/27/08  10:00 PM Failed Authentication

 1 172.10.1.13192.168.1.1903/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 server3userpc1403/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.13172.10.1.1303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.15172.10.1.1503/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

Report prepared for LogRhythm Inc on Mar 28, 2008 11:02 PM (GMT)

Copyright 2007 LogRhythm, Inc.  All Rights Reserved Page 52 of 59



Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user023

 1 172.10.1.18172.10.1.1803/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server1192.168.1.2003/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 161.200.1.588.69.1.24803/27/08  11:00 PM 03/27/08  11:00 PM General Access Failure

 1 172.10.1.17172.10.1.1703/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server1server103/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 server2server203/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.16192.168.1.3303/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.4userpc903/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 1 172.10.1.15192.168.1.103/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 server4192.168.1.2103/28/08  12:00 AM 03/28/08  12:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 server3server303/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.3172.10.1.303/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server1server103/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server2server203/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 server2server203/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.17172.10.1.1703/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server1server103/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 172.10.1.19192.168.1.1803/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 172.10.1.8192.168.1.1303/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 server2192.168.1.2503/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 161.200.1.4119.31.164.8903/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.1172.10.1.103/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.19userpc603/28/08  06:00 AM 03/28/08  06:00 AM Failed Authentication
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user023

 1 172.10.1.6192.168.1.2603/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 webserver1.acme.com66.2.30.403/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.13userpc803/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 server4server403/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 161.200.1.6120.204.177.10603/28/08  07:00 AM 03/28/08  07:00 AM General Access Failure

 1 172.10.1.16172.10.1.1603/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.19192.168.1.3203/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 2 172.10.1.6172.10.1.603/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 server1192.168.1.1303/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.9192.168.1.1803/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.11172.10.1.1103/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server3server303/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server1192.168.1.1203/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 172.10.1.12172.10.1.1203/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.18172.10.1.1803/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server4server403/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.14userpc903/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 server1server103/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 1 161.200.1.2106.87.12.12303/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.17192.168.1.803/28/08  03:00 PM 03/28/08  03:00 PM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.14userpc1503/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.18userpc203/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure
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Audit Exceptions Event Summary

By Origin Login

Mar 27, 2008 06:00 PM to Mar 28, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user023

 1 172.10.1.17172.10.1.1703/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user024

 1 server1userpc703/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 172.10.1.19192.168.1.2603/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.3userpc1403/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.10172.10.1.1003/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 server5server503/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.17userpc203/27/08  07:00 PM 03/27/08  07:00 PM General Access Failure

 1 172.10.1.20172.10.1.2003/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 2 172.10.1.1172.10.1.103/27/08  07:00 PM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.2192.168.1.3103/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.20172.10.1.2003/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.1172.10.1.103/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 161.200.1.972.99.11.10903/27/08  10:00 PM 03/27/08  10:00 PM General Access Failure

 1 172.10.1.10172.10.1.1003/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 2 172.10.1.20172.10.1.2003/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 161.200.1.666.2.30.103/28/08  12:00 AM 03/28/08  12:00 AM Failed Authentication

 2 172.10.1.3172.10.1.303/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.8172.10.1.803/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 1 172.10.1.10172.10.1.1003/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server3server303/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 172.10.1.15192.168.1.2903/28/08  02:00 AM 03/28/08  02:00 AM Failed Authentication

 1 161.200.1.1113.215.126.4803/28/08  02:00 AM 03/28/08  02:00 AM General Access Failure

 1 server1server103/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 server4server403/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.13192.168.1.1903/28/08  03:00 AM 03/28/08  03:00 AM General Access Failure

 1 172.10.1.15172.10.1.1503/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

Report prepared for LogRhythm Inc on Mar 28, 2008 11:02 PM (GMT)

Copyright 2007 LogRhythm, Inc.  All Rights Reserved Page 55 of 59



Audit Exceptions Event Summary
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First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user024

 1 172.10.1.8172.10.1.803/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 161.200.1.6118.19.112.19303/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.7192.168.1.1703/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.5172.10.1.503/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 2 172.10.1.12172.10.1.1203/28/08  05:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.7userpc403/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.12172.10.1.1203/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 161.200.1.688.69.1.24403/28/08  07:00 AM 03/28/08  07:00 AM Failed Authentication

 1 172.10.1.19172.10.1.1903/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.2192.168.1.103/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.14userpc1303/28/08  08:00 AM 03/28/08  08:00 AM Failed Authentication

 1 172.10.1.9192.168.1.803/28/08  08:00 AM 03/28/08  08:00 AM General Access Failure

 1 172.10.1.13172.10.1.1303/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.8192.168.1.2703/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 172.10.1.17172.10.1.1703/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.1userpc1303/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.12172.10.1.1203/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.15172.10.1.1503/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.6172.10.1.603/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.6192.168.1.1303/28/08  12:00 PM 03/28/08  12:00 PM Failed Authentication

 1 172.10.1.18172.10.1.1803/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 server3server303/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.18192.168.1.2103/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.18192.168.1.2303/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.4172.10.1.403/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 server4userpc1403/28/08  02:00 PM 03/28/08  02:00 PM Failed Authentication

 1 172.10.1.18172.10.1.1803/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server3server303/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 server4server403/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.4192.168.1.1803/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure
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First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user024

 1 172.10.1.10172.10.1.1003/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.12172.10.1.1203/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

user025

 1 172.10.1.8192.168.1.1403/27/08  06:00 PM 03/27/08  06:00 PM Failed Authentication

 1 server2userpc203/27/08  06:00 PM 03/27/08  06:00 PM General Access Failure

 1 172.10.1.12172.10.1.1203/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.14172.10.1.1403/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 1 172.10.1.4172.10.1.403/27/08  06:00 PM 03/27/08  06:00 PM Sales Transaction

 2 172.10.1.7172.10.1.703/27/08  06:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.10192.168.1.1503/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 172.10.1.6192.168.1.503/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 161.200.1.688.69.1.25203/27/08  07:00 PM 03/27/08  07:00 PM Failed Authentication

 1 172.10.1.20172.10.1.2003/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 server3server303/27/08  07:00 PM 03/27/08  07:00 PM Sales Transaction

 1 server1userpc1503/27/08  08:00 PM 03/27/08  08:00 PM Failed Authentication

 1 172.10.1.12192.168.1.1203/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.12userpc603/27/08  08:00 PM 03/27/08  08:00 PM General Access Failure

 1 172.10.1.18172.10.1.1803/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.5172.10.1.503/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.6172.10.1.603/27/08  08:00 PM 03/27/08  08:00 PM Sales Transaction

 1 172.10.1.1172.10.1.103/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.7172.10.1.703/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.8172.10.1.803/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 server2server203/27/08  09:00 PM 03/27/08  09:00 PM Sales Transaction

 1 172.10.1.19172.10.1.1903/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.3172.10.1.303/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 server5server503/27/08  10:00 PM 03/27/08  10:00 PM Sales Transaction

 1 172.10.1.19192.168.1.603/27/08  11:00 PM 03/27/08  11:00 PM Failed Authentication

 1 172.10.1.10172.10.1.1003/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 1 172.10.1.17172.10.1.1703/27/08  11:00 PM 03/27/08  11:00 PM Sales Transaction

 2 server3server303/27/08  11:00 PM 03/28/08  01:00 AM Sales Transaction

 2 172.10.1.5172.10.1.503/27/08  11:00 PM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.14172.10.1.1403/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction

 2 172.10.1.8172.10.1.803/28/08  12:00 AM 03/28/08  12:00 AM Sales Transaction
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First Log Last Log

Origin Login

Event Impacted Host Impacted ApplicationOrigin HostCount

user025

 1 server3192.168.1.2803/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 172.10.1.15userpc703/28/08  01:00 AM 03/28/08  01:00 AM General Access Failure

 1 server3server303/28/08  01:00 AM 03/28/08  01:00 AM Sales Transaction

 1 server1server103/28/08  02:00 AM 03/28/08  02:00 AM Sales Transaction

 1 172.10.1.1172.10.1.103/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server2server203/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server5server503/28/08  03:00 AM 03/28/08  03:00 AM Sales Transaction

 1 server4192.168.1.2003/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 172.10.1.13192.168.1.903/28/08  04:00 AM 03/28/08  04:00 AM Failed Authentication

 1 172.10.1.3192.168.1.2603/28/08  04:00 AM 03/28/08  04:00 AM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  04:00 AM 03/28/08  04:00 AM Sales Transaction

 1 172.10.1.11192.168.1.203/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.3192.168.1.603/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 server4userpc203/28/08  05:00 AM 03/28/08  05:00 AM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 172.10.1.13172.10.1.1303/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server4server403/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server5server503/28/08  05:00 AM 03/28/08  05:00 AM Sales Transaction

 1 server4userpc1103/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.19userpc1403/28/08  06:00 AM 03/28/08  06:00 AM General Access Failure

 1 172.10.1.18172.10.1.1803/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  06:00 AM 03/28/08  06:00 AM Sales Transaction

 1 webserver1.acme.com105.243.17.1603/28/08  07:00 AM 03/28/08  07:00 AM Failed Authentication

 1 172.10.1.10172.10.1.1003/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  07:00 AM 03/28/08  07:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  08:00 AM 03/28/08  08:00 AM Sales Transaction

 2 172.10.1.2172.10.1.203/28/08  08:00 AM 03/28/08  02:00 PM Sales Transaction

 1 server1192.168.1.1203/28/08  09:00 AM 03/28/08  09:00 AM Failed Authentication

 1 server4192.168.1.3003/28/08  09:00 AM 03/28/08  09:00 AM General Access Failure

 1 172.10.1.10172.10.1.1003/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  09:00 AM 03/28/08  09:00 AM Sales Transaction

 1 172.10.1.19192.168.1.3003/28/08  10:00 AM 03/28/08  10:00 AM Failed Authentication

 1 172.10.1.10192.168.1.703/28/08  10:00 AM 03/28/08  10:00 AM General Access Failure

 1 172.10.1.14172.10.1.1403/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction
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First Log Last Log
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user025

 1 172.10.1.3172.10.1.303/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  10:00 AM 03/28/08  10:00 AM Sales Transaction

 1 172.10.1.13192.168.1.2003/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.10userpc903/28/08  11:00 AM 03/28/08  11:00 AM Failed Authentication

 1 172.10.1.17172.10.1.1703/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 172.10.1.20172.10.1.2003/28/08  11:00 AM 03/28/08  11:00 AM Sales Transaction

 1 server4192.168.1.1303/28/08  12:00 PM 03/28/08  12:00 PM Failed Authentication

 1 server2192.168.1.1403/28/08  12:00 PM 03/28/08  12:00 PM General Access Failure

 1 server2server203/28/08  12:00 PM 03/28/08  12:00 PM Sales Transaction

 1 172.10.1.15192.168.1.2003/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.5192.168.1.703/28/08  01:00 PM 03/28/08  01:00 PM General Access Failure

 1 172.10.1.18172.10.1.1803/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  01:00 PM 03/28/08  01:00 PM Sales Transaction

 1 server2192.168.1.2703/28/08  02:00 PM 03/28/08  02:00 PM General Access Failure

 1 172.10.1.17172.10.1.1703/28/08  02:00 PM 03/28/08  02:00 PM Sales Transaction

 2 server3server303/28/08  02:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.11172.10.1.1103/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.9172.10.1.903/28/08  03:00 PM 03/28/08  03:00 PM Sales Transaction

 1 172.10.1.10192.168.1.103/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 server3192.168.1.1203/28/08  04:00 PM 03/28/08  04:00 PM General Access Failure

 1 172.10.1.11172.10.1.1103/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.16172.10.1.1603/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction

 1 172.10.1.2172.10.1.203/28/08  04:00 PM 03/28/08  04:00 PM Sales Transaction
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