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\Device \MetbiosSmb

4/8/2008 6:39 PM TYPE=Failuredudit USER=NT AUTHORITY4LOCAL
SERVICE COMP=JUPITER SORC=Security CATG=0bject Access EVID=5E0
MESG=0bject Open: Object Server:Security Object Type:File Object Mame:
WDevicetMetbiosSmb Handle 10:- Operation 10:{0.101100738} Process ID:
800 Imaglg Fllle Nan}ﬁﬂ[} \WINDDWS\systemBZ\svchDsl exe F'nmary User
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Failed Object Open 560 system Jupiter Jupiter 4/8/2008 5:52 P TYPE=Faluredudit USER=] NT AUTHDHITY\SYSTEM B azeM amedObjects\FA asPbFie
COMP=IUPITER SORC=5ecuity CATG=0bject Access EVID=560
MESG=0bject Oper: Object ServerSecunty Object Type:Mutant Object
M ame: \B aseN amedObjects\FRasPbFie Handle 1D:- Operation ID:

{D 10085821 3} Process D:720 Image File Name E\W’INDDWS\system32
omfin sua Briran |lear Mlame: [HIPITERE Brimann Namain G4 MORNY P

04/08/08 06:48:3. 30 Access Failure Failed Object Open 560 local service Jupiter Jupiter 4.-"8.-"2008 E: 48 P TYPE=F ailuredudit JSER= NT AUTHDHITY\LDEAL “DevicesMetbiosSmb
SERVICE COMP=JUPITER SORC=Security CATG=0bject Access EVID=5E0
MESG=0bject Oper: Obiect Server:Securty Object Type:File Object Mame:
WDevicetMethiosSmb Handle 1D:- Operation 10:{0,101143389} Process ID:

800 Image File Mame: C:\WINDOWS system32hevchast exe Primary User
M oamna | ACAL SERAACE Brimant Mamain MT AUTHABITY Primao | oaon |

04/08/08 0211:3.. 30 Access Falure Failed Object Open B0 local zervice Jupiter Jupiter 4/8/2008 211 PM TYPE=Failuredudit USER=NT AUTHORITYSLOCAL \DevicehMetbiosSmb
SERVICE COMP=JUPITER SORC=Secuity CATG=0bject Access EVID=560
MESG=0bject Oper: Obiect Server:Securty Object Type:File Object Mame:
“DevicevMethinsSmb Handle 1D:- Operation 1D:{0.99766959} Process 1D:800

Image File Mame: C:YWINDOWS epstem32isvchost exe Primary User Name:
I NEAL SFRUVICE Primam Damain MT ANTHARITY Brman | aoon (B

04/21/081212:4.. 30 Access Failure Failed Object Open B0 local zervice Jupiter Jupiter 4/21/2008 1212 P TYPE=F ailuredwudit USER=NT AUTHORITYLOCAL \DevicehMetbiosSmb
SERVICE COMP=JUPITER SORC=Security CATG=0bject Access EVID=5E0
MESG=0bject Oper: Object Server:Securty Object Type:File Object Mame:
“DevicedMetbiosSmb Handle 1D:- Operation 1D:{0,366245} Process ID:B02
Image File Mame:C: \WINDDW’S\syslem32\svchost exe F'nmar_l,l User Name:

I | AFAL CERUICE Drirnam Dlarai P T
04/08/08 08:023.. 30 Access Failure Failed Object Open BE0 lacal zervice Jupiter Jupiter 4,/8/2008 8:02 PM TYF'E Fallureﬁudlt USEF! NT AUTHDF!ITY\LDCAL \DevicehMetbiosSmb
SERVICE COMP=JUPITER SORC=Security CATG=Object Access EVID=5E0
MESG=0bject Oper: Object Server:Securty Object Type:File Object Mame:
“Device'NetbiosSmb Handle 1D:- Operation 10:{0,101422990} Process ID:

800 Image File Mame:C: \W'INDDWS\sys tem32hsvchost exe F'nrnary User
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04/08/08 10132, 30 Access Failure Failed Object Open BE0 system Jupiter Jupiter 42’822008 10:13 PM T'PE=] FallureAud\t USER=NT AUTHDHITY\SYSTEM B azeM amedObjects\R asPbFile
COMP=IUPITER SORC=5Secuity CATG=0bject Access EVID=5E60
MESG=0bject Oper: Object Server:Securty Object Type:Mutant Object
M ame: \B aseN amedObjects\RasPbFie Handle ID:- Operation ID:
{D 102082831} Process 1D:1492 Image File Name C\WINDDWS\.@I}I%&mSZ

et ava Priman | lear hlama: [HIPITERE AN
04/21/0811:2%5. 30 Access Falure Failed Object Open 560 network service Jupiter Jupiter 4/21 KZDDB 11:23 &M TYPEFailuredudit USER=] NT AUTHORITYSMETWORK “B azeMamedObjects\DINPUTWIN ..
SERVICE COMP=JUPITER SORC=Securty CATG=0bject Access EVID=560
MESG=0bject Oper: Object Server:Security Object Type:Ewvent Object
M ame: \B azeM amedDbjects\DINPUTIMNMM Handle [D:- Operation [D:
{El 53908} Process 10:1056 Image File Mame: E\WINDDWS\systemBZ

- Ilear Mlara bF TWORE  SERUITE
04/21/0811:5%:5. 30 Access Failure Failed Object Open 560 network service Jupiter Jupiter 4.-"21 ;"ZDDB 11 58 AM TYPE=Failuredudit USER=NT AUTHDHITY\NETW’DHK WD evicetNelBT_Topip_{42CAB4E4-..
SERVICE COMP=JUPITER SORC=Security CATG=0bject Access EVID=560
MESG=0bject Oper: Object Server:Securty Object TyperFile Object Mame:
4D evice\NetBT_Tcpip_{42CAB4E 4-4977-4638 B 167-ECE7 FOFODESF}

Handle 1D:- Operation (D40, 3481 31} Process 1D: 768 Image File Mame:
A RTMDTIS b orrsbarm A P s Erimarn |lnar N amea hETWORE GERY

04/08/08 08:14:3.. 30 Access Failure Failed Object Open 560 system Jupiter Jupiter 4/8/2008 8:14 PM TYPE=] FalluleAudlt USER=MNT AUTHORITY%SYSTEM B azeM amedObjects\R asPbFie
COMP=IUPITER SORC=Secuity CATG=0bject Access EVID=RE0
MESG=0bject Oper: Object Server:Secunty Object Type:Mutant Object
M ame: \B aseN amedObjects\RasPbFie Handle ID:- Operation ID:

{0.am 538211} Process D:200 Image File Name E\WINDDWS\system32
irnarn lear Barme: |TIDITERE T ern ziee £ 4 MOR MY B
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04/08/08 03322, 30 Access Failure Failed Object Dpen BE0 network service Jupiter Jupiter 4.-"8.-"2008 332 PM TYPE=Failuredudit USER=] NT AUTHDHITY\NETW’DHK WD evice\MetBT_Topip_{673ESF41- ..
SERVICE COMP=JUPITER SORC=Securty CATG=0bject Access EVID=560
MESG=0bject Oper: Object Server:Securty Object Type:File Object Mame:
“DeviceNetBT_Tepip {673E8F41-DIDF-48B2-956F-AF3E 15310704} Handle

ID:- Operation 1D:{0,100140363} Process ID:756 Image File Name:
A NTAAS , sshar T suchack sua. Priman |lear Name: METWNRE € EEW

Jupiter Jupiter

local service
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LogRhythm users have on-demand access to normalized data, prioritized events and
correlated information along with supporting raw log data all delivered in a single
window for compliance assurance, forensic analysis and root-cause investigations.



