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Action | Last Date Clagsification Origin Host Common Event Impacted Host | Impacted Host IP
R o §
™ [T 0321708 02:00 PM 46 46 Erar Jupiter General Lsereny Eror Jupiter 192168.3.50 100000 { Logs
[T 03/21/08 02:00 PM 85 Other Audit Su. Satum jaw stiickland General Audit Success Satum 192168.310 3/2z2i0s 12:00 PM
O 0320/080300PM 1 Account Modii. Satum Computer Aesount Madiied Satum 192188310 SD1G0E
[ i [T 03/22/08 12:00 &M 2 2 “wiarning Meptune General SOLSERVERAGENT “Waming  Meptune 192.168.3.52 10000
[~ 03/22/08 08:00 &M g Cither Audit Saturn woodcraft@san..  General Kerberos Success Saturm 192.168.3.10
| [ 03/22/08 09:00 &M 23 Cither Sudit Saturn adminigtrator@s..  General Kerberos Success Satum 192168.310
: [ 03/22/08 09:00 &M 1 il Warning Jupiter rich.bakos General USER 32 W arning Jupiter 192.168.3.50 1000
[~ 03/22/08 10:00 &M 12 Other Audit Su.  Satun system General Audit Success Satum 192.168.3.10
[ [T 03/22/08 10:00 &M 97 Authentication...  Satun administrator Network Authentication Satum 192.168.310
: [T 03/22/08 10:00 &M 1 Authentication..  101.1.121 tich bakos Rematelnteractive Authentication Satum 192166310 10
[T 03/22/08 11:00 &M 2 Other Audit Su.. - Neptune trent heisler General Audit Success Meptune 152 168.3.52
[ 03/22/0811.008M E7 Other Audit Wenus tich.bakos Handle Closed Wenus
: [T 03/22/08 11:00 &M E Other Audit Su. Venus trent heisler General Audit Success Wenus 192.168.3.51 5
[~ 03/22/08 11:00 &M 19 Access Success  Neptuns system Object Opened Meptune
| i [ 03/22/08 11:00 &M 24 Access Success  Neptuns rich.bakos Object Opened Meptune
it [ 03/22/08 11:00 &M 24 24 Access Success - Neplune rich.bakos General Access Attempt Meptune .
= [T 03/22/08 11:00 &M 24 Other Audit Neptune rich.bakos Handle Closed Meptune 0B C00AM  IHSOBOS00FM  3/75/08 0S.00AM /30408 11:00 PM
[~ 03/22/08 11:00 &M 18 Other Audit Neptune sustem Handle Closed Meptune |
4| _;l_l Log Message Occumences by Hour | [tems /Dot by Hour | Bytes In/Out by Hour | L4

Day of "week and Hour of Day Filter |

39990 g ana oEc a1 ACT ETE 60 acanac 0

Visualizing millions of logs in a single screen allows users to see anomalous behavior quickly and
efficiently to discover potential risks and threats to critical information assets. In this case, there
was a substantial spike in log activity for 3/22. With a simple click of the mouse, the user can drill
down to find the root cause of the anomaly and rapidly determine affected systems, applications
and/or users.



