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LogRhythm’s centralized architecture and agentless
collection capabilities make it a simple solution to
implement and operate. Despite collecting log data
from three locations, LogRhythm provides a simple
interface for managing all log data through a single,
user-friendly console. All data is automatically sent
to a secure and centralized archive for long-term
retention, with a wizard-based tool allowing simple
and quick extraction as needed. Flexible architec-
ture, with the means to securely and reliably
transmit remote data, as well as a cost-effective,
software-based deployment option made
LogRhythm the best choice from an implementation
standpoint.

Built-in automation was another key requirement for

Fortis Bank. LogRhythm provides automated data

normalization, proactive event filtering, and the

ability to generate and publish auditing report

packages on a set schedule. Normalization
presents Fortis Bank with valuable information translated from all of its different log sources in one
consistent and easy-to-read format. LogRhythm also has built-in filtering that ensures Fortis Bank is
able to focus on relevant event information without having to sift through large amounts of insignifi-
cant data. An additional feature allows users to easily create powerful Alarms that will automati-
cally notify them of specific events while eliminating false positives before they are generated.

Conclusion

LogRhythm has automated the time-consuming process of collecting, filtering and archiving log data
and generating useful reports for auditors at Fortis Bank Hong Kong Branch Office. It also provides
valuable information to administrators for insider threat detection and proactive troubleshooting. By
implementing LogRhythm, Fortis Bank not only satisfies internal auditing requirements, it also
benefits from a powerful tool for daily use in securing and optimizing their network.
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